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FOREWORD 

Cyber risk is an escalating threat and one of the most challenging issues facing the world today. Attacks are becoming 
more frequent, more intense and more sophisticated. Motivations are wide-ranging – from financial gain to 
threatening critical infrastructure and national security – and the nature of attacks is constantly changing. With cyber 
risk, there is an active adversary so defenses need to be increasingly sophisticated to keep pace.  

The cost to businesses is rising sharply. Economic harm resulting from a cyberattack can take many forms, including 
loss of intellectual property, business interruption, property damage, direct financial loss, and reputation damage. 
Given this potential risk of loss, companies are spending extensively on cybersecurity technology and services to help 
mitigate the risk and buying cyber insurance to transfer some of the risk. The total economic impact of cyber, 
combining operating costs and risk of loss, is substantial and growing.  

Cyber risk is not just an IT issue. It is a Board-level governance issue which requires the engagement of the full 
executive leadership team to address. Effectively managing cyber risk today extends far beyond building better 
technology defenses. It requires a comprehensive, multidimensional approach that looks at people, processes, and 
vendors – and includes response and recovery plans in addition to prevention tactics. Companies should anticipate 
that they will experience cyberattacks, and ensure plans are in place to consider not only an effective technology 
response but also messages to stakeholders, alternative supply routes, and other factors that will depend on the attack 
scenario. On a continuing basis, companies will need to invest in training, stress testing, and evolving their 
response strategies. 

With all that in mind, we’ve compiled the Cyber Risk Handbook 2015: Perspectives on Prevention, Preparation 
& Response. The report provides insight and perspective on the challenges stemming from cyber risk, as well as ideas 
on how to approach cyber risk assessment and management.  The compendium includes articles, report extracts, and 
perspectives from business leaders across Marsh & McLennan Companies as well as outside experts with whom we 
collaborate. It examines the full spectrum of cyber risk from a macro to a micro level and includes such topics as 
evolving cyber regulation, the value of sharing threat information, the role of the board, developments in insurance 
markets, cybersecurity talent challenges, and implementing effective response plans. 

Cyber risk is a race without a finish line. We hope this publication will help connect the dots on some of the essential 
elements of this dynamic issue, as well as increase awareness and understanding on how to approach this significant 
and persistent threat. 

 

John Drzik 
President, Global Risk & Specialties, Marsh  
Chairman, Cyber Risk Working Group, Marsh & McLennan Companies 
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CYBERATTACKS: A GROWING GLOBAL RISK 
Alex Wittenberg, Marsh & McLennan Companies 

A decade ago, cyber risk was considered an emerging risk. Now it is a clear and present danger costing business more 
than $400 billion a year – a sum broadly equivalent to the GDP of Austria or Thailand.1 Attacks have become more 
pervasive, larger in scale, and more complex. The efforts of organized crime and governmental surveillance arguably 
dominate attention, but corporate espionage is on the rise and concern is growing that sabotage efforts may 
increasingly target physical, as well as virtual, assets. Cyberattacks have become a favored tool of protestors. Terrorist 
threats lurk in the background.  

At the same time, the world is becoming more dependent on the Internet, with the quantity of data in circulation 
apparently doubling each year and estimates that there will be 50 billion connected devices in the world by 2020 – 6.5 
devices for every person on the planet.2  

It is no surprise, therefore, that in recent years leaders from business, government, third sector and academia surveyed 
for the Global Risks report (produced by the World Economic Forum and partners including Marsh & McLennan 
Companies) have consistently rated cyberattacks, data fraud and theft, and the breakdown of critical information 
infrastructure as among the top global risks threatening the future prosperity of advanced and less advanced 
economies alike. The most recent Global Risks report ranks cyberattacks as one of the top 10 risks most likely to cause a 
global crisis. (Exhibit 1).3 Further, it was ranked as the top risk for which North American respondents felt their 
countries were least prepared. 

Companies are not only affected by direct attacks, which can bring reputational damage as well as economic losses, 
but also by cascading effects down supply chains and across counterparties. For this reason, and against a backdrop of 
a constantly evolving threat landscape, cyber risk presents major assessment and management challenges. Moreover, 
the struggle to keep pace with attackers makes for a constant tension between the need to apply near-term fixes versus 
the importance of developing and implementing long-term security measures of strategic value.   

 

1 Center for Strategic and International Studies/McAfee, Net Losses: Estimating the Global Cost of Cyber Crime (2014). 

2 DHL/Cisco, Internet of Things in Logistics (2015). 
3 World Economic Forum, Global Risks 2015 (2015). 
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The growing role of cyber presents technological and economic threats for countries and companies raising questions 
of how to build resilience (individually or collaboratively). Information sharing, collaboration and a risk-based approach 
to addressing the challenge are just some of the steps being taken at a national and corporate level. 

EXHIBIT 1: RISK LANDSCAPE – TOP RISKS 

 

Alex Wittenberg is the Executive Director of Marsh & McLennan Companies’ Global Risk Center. 
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WHY HACKERS COULD CAUSE THE NEXT GLOBAL CRISIS 
Raj Bector, Claus Herbolzheimer, and Sandro Melis, Oliver Wyman, and Robert Parisi, Marsh 

In recent months, cyber terrorists have accessed the records of 21.5 million American public service employees, 
infiltrated the German parliament’s network, and blocked a French national television broadcaster’s 11 television 
channels for several hours. Last summer, a malware attack compromised the operations of more than 1,000 energy 
companies, giving hackers the ability to cripple wind turbines, gas pipelines, and power plants in 84 countries, 
including the United States, Spain, France, Italy, Germany, Turkey, and Poland at the click of a mouse.  

For many years, the world has benefited from information technology advances that have improved the productivity of 
almost every industry –  banking, healthcare, technology, retail, transportation, and energy. But we continue to 
underestimate the dark side of this equation: Greater dependence on information technology is resulting in an 
increasing and unprecedented number of cyberattacks.  

More than 30 countries – including Germany, Italy, France, the United Kingdom, the United States, Japan, and Canada 
–  have now rolled out cybersecurity strategies. Financial services regulators in the United Kingdom are working with 
top banks to improve their cyber-risk management. Germany is weighing a cybersecurity law that will require 
companies deemed critical to the nation’s infrastructure to immediately report cyber incidents to the government. And 
on June 29, the Latvian Presidency of the Council of the European Union reached an understanding with the European 
Parliament on the main principles of what could become a unified cybersecurity directive for the European Union 
designed to protect critical infrastructure.  

MOUNTING CYBER THREATS  

But the searing reality is that both the growing strategic relevance of data and the potential impact of data breaches for 
companies are outpacing these initiatives. The most recent Global Risks report by the World Economic Forum and its 
partners (including our firm Oliver Wyman) ranks cyberattacks as one of the top 10 risks most likely to cause a global 
crisis. The World Energy Council, a forum for energy ministers and utilities, considers cyber threats as one of the top 
five risks to the world’s energy infrastructure.  

That’s because the industrial control systems that support power utilities, oil and gas companies, and refiners are more 
exposed to external threats now that they increasingly rely on digital data networks. Digital blockchain collective 
ledgers of cyber currency transactions and other new technologies are 
rapidly multiplying the potential points of intrusion in global banking systems. 
Manufacturing and machinery industries, too, are entering a new world of 
cyber-product liability and data protection, as they share production facilities 
and introduce more devices produced elsewhere into their own products. 

In response, companies with revenues of more than $1 billion have increased their cyber insurance limits worldwide by 
42 percent on average since 2012, according to Marsh Global Analytics estimates. Over the same time period, health 
care companies have bought 178 percent more cyber insurance and power and utilities firms have expanded their 
coverage by 98 percent.  

Former director of the United States’ National Security Agency, General Keith Alexander, has commented that 
countries need something like an integrated air-defense system for the energy sector to keep up with mounting cyber 
risks. The same is true for other industries. But recent clashes between the White House and Republicans over the 
establishment of a new Cyber Threat Intelligence Integration Center demonstrate that marshalling the resources 
required to protect companies more broadly will take time.  

1,000:  The estimated number of energy firms 
that hackers compromised in a global 
malware attack in 2014 
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TREATING CYBER RISKS AS OPERATIONAL RISKS 

So what else can be done? Above all, companies must treat cyber risks as permanent risks to their entire enterprise and 
not as isolated “information technology” events. Unlike strategic, operational, and financial risks, cyber risks are often 
mistakenly treated as lower priority and relegated to the information technology and communications departments.  

As a result, the true cyber risk exposure of companies often goes unnoticed by top management and boards of 
directors, exposing companies to greater risk. Cyber risks are rarely quantified or linked with their potential impact on 
companies’ financials, making it almost impossible to conduct cost-benefit analyses or make strategic choices. 
Information-technology departments introduce new technical solutions with minimal top-level direction and without 
any comprehensive understanding of the risk appetite of the organization. Companies adopt case-by-case reactive 
measures instead of a balanced portfolio of initiatives that involve their entire organization and align with their overall 
appetite for risk.  

Companies, instead, should set a target level of cybersecurity for critical networks based on their importance to the 
firm’s overall appetite for risk, much as they would with any other operational risk. This should be done quantitatively, 
perhaps in the form of financial exposure a company is willing to accept. The company should then ensure that controls 
and processes address gaps that are accordingly prioritized, starting with those that are mission critical. For example, 
the potential economic loss associated with construction plans for a new, innovative product may be significantly 
greater than that of an older production line that is about to be retired.  

MAKING CYBER-RISK MANAGEMENT SECOND NATURE 

Top managers also need to develop a cyber-risk management culture to the point that it becomes second nature. 
Cyber-risk management goals, such as the protection of important customer data or the prevention of unauthorized 
access to mission-critical systems, should be baked into performance targets, incentives, regular reporting, and key 
executive discussions. When executives evaluate their tolerance for breaches that could impact their company’s 
reputation or violate health, safety, and environment standards, cyber incidents involving their industrial control 
systems should be front and center.  

Otherwise, like other slow-building risks that people take for granted, ignoring the threat of increasing cyberattacks 
could drop unprepared companies into the middle of a full-blown crisis. Consider: 81 percent of large businesses in the 
United Kingdom suffered a cybersecurity breach during the past year, and the average cost of breaches has nearly 
doubled since 2013, according to a recent report produced by the United Kingdom Department for Business 
Innovation & Skills. This isn’t a threat that is going away. Companies need to do the math and truly make cybersecurity 
a top priority. 

Raj Bector and Claus Herbolzheimer are Partners in Oliver Wyman’s Strategic IT & Operations practice, and Sandro Melis is a 
Partner in the firm’s Energy practice. Robert Parisi is a Managing Director and the US Cyber Risk Product Leader at Marsh. 
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GOVERNMENTS URGING BUSINESS TO ADOPT MEASURES 
Mark Weil, Marsh 

CYBER RISK COMES OF AGE 

There has been a lot of hype around cyber risk with well-publicized scare stories and statistics. Underneath that noise is 
a real threat that firms are learning to deal with on a daily basis, spurred on by a few, high-profile cases. 

The problem with cyber risk is that it is a dynamic risk over which victory can never be declared. 

As a result, large firms are doing a lot, in particular around their technology security, to defend against attackers, 
whether outsiders or employees. With the development of the “Internet-of-Things,” where more products and services 
are delivered online, companies are increasing both their exposure to cyberattacks and the potential impact. In 
addition, there is a human counterparty who will evolve the sophistication of attack in response to defensive measures. 

Crucially, cyber risk also has the potential to be a “tail risk,” that is, a threat that provokes acute, public and potentially 
catastrophic damage, whether to data, reputation, property, or the ability to trade. The trouble is that few firms are 
used to dealing with this kind of risk. With the exception of organizations like banks, utilities, and other critical 
infrastructure, operational risk for many firms is managed well below board level through the use of a basic assessment 
of event impact and likelihood, a risk register, and, where available, the purchase of insurance. Cyber risk changes all 
that by bringing tail risk to any firm, large or small. As a result, it obliges firms to think hard about their ability to avoid 
and withstand a substantial and potentially fatal impact. 

With that in mind, Marsh has worked with the United Kingdom’s government and many of the leading cyber insurers 
during the past few months to produce a report aimed at practical steps firms can take to manage and mitigate cyber 
risk. The report, UK Cyber Security: The Role of Insurance in Managing and Mitigating the Risk, details the threats to 
companies and the actions they can undertake to stay on top of these threats. The government rightly sees value in 
taking an insurance lens to the problem. While cyber risk may sound wholly new, there are useful lessons that 
insurance can bring on how firms have dealt with historic crises, many of which could easily have resulted from a cyber 
trigger. Insurance also crystallizes the cost of cyber risk before losses occur, and so provides an incentive for firms to 
manage that risk more effectively. 

FOUR PILLARS FOR ASSESSING CYBER RISK 

For companies, the report brings out four main points. 

1. Firms need to manage cyber risk as a board-level risk with consequences for all aspects of the firm, not just as an IT 
or security issue. That may invoke a risk sub-committee, a dedicated Chief Risk Officer and support function, but is 
mainly about board and business ownership of a risk that can touch all parts of the firm, not just IT, even if the latter 
is the vector for the attack 

2. Firms need to adopt some of the methodologies of risk management appropriate to coping with tail risk. Those 
include scenario identification, stress-testing, financial capacity assessment, and response planning. A particularly 
troubling issue is that many firms view risks purely in operational terms when testing and planning for them. For 
cyber risks, there is quite likely to be a cash impact that will require a cash-flow assessment of resilience, noting 
that expected sources of cash can dry up under stress 

3. Firms need to quality assure their supply chain on cyber risk. Building a fortress around the firm won’t help if the 
businesses they trade with become the source of the problem. That includes suppliers, customers, or – in the case 
of banks – borrowers. Marsh has worked with insurers and the government to construct an assurance product that 
combines the government’s “Cyber Essentials” standard with an insurance policy, the latter paying for the 
accreditation on the former. This will allow large firms and banks to encourage the Cyber Essentials standard into 
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their supply chain, in particular for SMEs that are much less likely to take the necessary actions without 
this encouragement 

4. Firms should look to insurance as a way to mitigate risk. The challenge here is an insurance market that’s not 
comfortable much above $100 million of individual exposure and that charges a relatively high price for coverage. 
That makes it hard for boards of large firms to obtain a level of coverage that is material to protecting their viability 
in a worst-case scenario. Greater innovation is needed, and we, for example, are looking at shared limits amongst 
firms with non-correlated risk, which should allow them to have access to $1 billion or more of coverage at a 
fraction of the cost of a stand-alone policy. This would provide real protection against the worst-case scenario 

The report goes on to look at what the insurance industry itself needs to do. There is a shocking lack of awareness at the 
board level of the existence of cyber insurance, reflecting an overly complex and under-promoted insurance offering. 
Work is now taking place between insurers and government to raise awareness. Similarly, we concluded that a lack of 
data is holding back insurers’ comfort with underwriting, and proposed data pooling amongst insurers and with 
government agencies to encourage competition and improve pricing. 

Finally, we see an important opportunity for London as a cyber risk management center in terms of insurance and 
wider financial and technical services. We are leading a task force with the UK government and industry bodies to 
mobilize for that opportunity. 

Cyber risk has come of age, and firms are acting on it. The novelty of the risk has brought with it a clamor of voices 
offering technical, legal, and other services, which makes it hard to focus on the truly important actions. In fact, many 
aspects of how the risk can play out are familiar from more established tail risks. The heart of the issue is for the board 
to put in place risk-management disciplines suited to the purpose of protecting them from and coping with a fast-
moving threat to their viability. That goes well beyond the historic expectations on risk management for many firms 
and will require a significant elevation and investment in risk. 

Mark Weil is Chief Executive Officer of Marsh UK & Ireland, and is heavily involved in issues such as conduct risk, competition 
policy and deposit insurance. 
 
This article was published on BRINK on April 10, 2015. BRINK is an award-winning, objective journalistic enterprise managed 
by Atlantic Media Strategies and made possible by Marsh & McLennan Companies. 
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THE CYBER AGGREGATION RISK 
Guy Carpenter’s Cyber Specialty Practice 

The emergence of increasingly complex global risks is challenging the way the insurance and reinsurance industry 
evaluates, analyzes, and manages new exposures. The industry needs to build credible models to assess these 
incidents so that risk appetites can be aligned with the exposures faced. The problem, however, with emerging risks is 
the lack of historical data with which to build models, since many of these risks continue to evolve and change. 

Consider the evolving nature of cyber risk. Data breaches continue to evolve, with the form and target of the next 
cyber-attack unknown. In addition to exposure from cyber-network security and privacy-liability-policy portfolios, the 
potential for loss to physical assets could be especially significant for energy and utility infrastructures, financial 
institutions, and power grids that are now facing the consequences of “cyber” as a peril. Insurers face the challenge of 
understanding their aggregate exposure to attacks that have significant knock-on consequences.  

PHYSICAL ASSETS 

Physical losses are a growing concern – both in terms of severity and frequency – given the interconnectedness of 
cyberspace and the physical world. One example of this new category of risk can be seen in the way that industrial 
control systems operate in the energy sector. Today, these new generation control systems are built on the concept of 
openness and interoperability, and this has exposed the sector to a host of cybersecurity risks that are only just 
beginning to be understood. 

A recent example of a physical loss resulting from a cyber-attack occurred at a steel mill in Germany, where hackers 
managed to gain access to the control systems and cause the unscheduled shutdown of a blast furnace that resulted in 
“massive damage,” according to the German Federal Office for Information Security. Moreover, in the case of an attack 
on other economically critical systems, such as the energy infrastructure, it is easy to envisage a cascading interruption 
of businesses and supply chains that could result in consequential insurance liabilities. 4 

For the time being, the probability of death and bodily injury resulting from a cyberattack is considered negligible. 
However, as more devices are online, hackers and system malfunctions could pose a more material threat to human life. 

There is an opportunity to innovate with the development of modeling capabilities that measure and quantify the peril 
represented by cyber to determine pricing, correlated loss, and capital support. 

AGGREGATION/RATINGS AGENCIES 

Businesses and the insurance industry should be concerned with potential for risk aggregation, given the possibility of 
a single event leading to losses across a large number of firms/insureds, thus creating the potential for failure by the 
insurer. At the moment, a large systemic event has not materialized, but that does not mean that the risk is not present. 

While some market participants have suggested that a possible government backstop may be necessary, there is no 
conclusive evidence of the need for such a solution at present. Where a government “pool” might be required is in the 
area of “systemic” losses that could potentially exceed the resources of the insurance industry, such as in the case of 
terrorism or flood. However, the establishment of such pools requires a clear articulation of the systemic peril, as well 
as evidence of a significant market dysfunction generating a meaningful consumer response. The threat represented 
by a cyberattack has not yet reached this stage. One of the roles for the data-pooling forum described above will be to 
improve insights into aggregation risk and cyber disaster scenarios. 

 

4 Lloyd’s: Emerging Risk Report, Business Blockout: The Insurance Implications of a Cyber-attack on the US Power Grid, 2015. 
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The aggregation of risk is ever more present because cyber insurance is a global business, with losses that can emanate 
from anywhere in the world. The nonphysical nature of cyber risk makes it possible for insurers and reinsurers to suffer 
losses from a vast number of insureds spread across different geographies as a result of a single event. 

Some of the steps that the industry must take to meet these challenges involve enhancing the quality of data available 
and continuing to develop probabilistic modeling for cyber risk, particularly with respect to potential loss 
accumulations. Historical data for cyber risk is scant, meaning insurers and reinsurers must rely on the educated 
assumptions of experts when assessing the severity and frequency of possible cyber-catastrophe scenarios – and must 
contend with an extremely wide range of estimates for the potential cost. 

Due to the difficulty facing individual firms in quantifying their cyber risk, an alternative approach is to look at total 
exposure and capacity. If we consider that the cyber-insurance market could triple in size over the next three to five 
years, the industry’s probable maximum loss (PML) for cyber risks could easily exceed the global insurance and 
reinsurance capacity available for other aggregating events, such as nuclear disaster or natural catastrophe. 

An “extreme loss scenario” does not necessarily arise solely from a single large loss event involving numerous insureds. 
It also may stem from a number of unrelated loss events affecting numerous insureds during any given annual period 
or a combination of scenarios. A final layer of complexity arises from the potentially high level of systemic risk 
overlapping multiple insurance lines of business. 

Despite the lack of a clear consensus of the size of the PML that the insurance industry could face, most insurers are 
currently comfortable with the size of their total exposure to affirmative cyber coverage provided through stand-alone 
policies and/or endorsements. That said, given the nature of this emerging risk, some insurers are exploring their 
options and are electing to purchase reinsurance solutions designed to protect their portfolios against volatility and 
catastrophic loss. 

It is possible that the aggregate exposure either already does or else could become a problem for the market, since the 
mere fact that such an event has yet to occur is undoubtedly encouraging the market to continue to increase 
its exposure. 

CONCLUSION 

Cyber risk is an embedded feature of the global risk landscape, not only as a privacy/network liability, but as a peril 
affecting traditional insurance lines. As such, insurance has the potential to greatly enhance cyber risk management 
and resilience for the wide range of organizations and individuals exposed to its impact. Nevertheless, the likelihood 
and impact of severe events remain subject to much uncertainty, and the pace of insurance innovation should be 
linked to the rate at which this uncertainty can be reduced. 

Data will be a key factor in enabling further analysis and the development of models to enhance the understanding of 
cyber risk. The systemic, intangible, and constantly evolving nature of cyber threats presents significant challenges for 
gathering the data required to achieve accurate quantification of the risk for insurance portfolios. Guy Carpenter’s 
casualty catastrophe modeling platform approach, GC ForCasSM, leverages a variety of industry sources to model loss 
scenarios and line of business dependencies. Through the modeling process, industry portfolio concentrations will be 
uncovered by mapping exposures and analyzing the interrelationships among those industries. 

This material is extracted from “A Clearer View of Emerging Risks, Emerging Risks Report,” September 2015, Guy Carpenter.
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CYBERSECURITY’S PRIVACY PROBLEM 
Peter J. Beshar, Marsh & McLennan Companies 

While the US and Europe tackle cyber threats, the challenges will be figuring out how to respect users’ privacy while 
securing sensitive data. 

My law professor at Harvard once said the definition of a conservative is a liberal who has just been mugged. 
Cybersecurity was the furthest thing from Professor Alan Dershowitz’s mind when he made this comment 30 years ago. 
Yet, recent events in Europe illustrate the wisdom of his words. 

A surge of cyber and terrorist attacks has threatened the fabric of European society, leading policymakers to break with 
history and begin to prioritize security over privacy. 

Historically, it is the United States that has placed a premium on security. Particularly since the 9/11 terrorist attacks, 
Americans have tolerated broad surveillance by their government and sweeping data mining by private companies. 

Europeans, by contrast, have long cherished privacy, both online and off. Last summer, the European Court of Justice 
captured this sentiment in its landmark ruling that individuals have a “right to be forgotten.” Privacy is even enshrined 
as a fundamental right in the European Charter of Human Rights. 

Cybersecurity has only recently emerged as a continental concern. Last fall, government officials and business leaders 
placed cybersecurity at the bottom of the list in a poll on the main threats facing Europe, beneath issues like 
unemployment, migration, social instability, and interstate conflict. 

Given this history, one might expect the United States to move more quickly than their European counterparts in 
passing measures aimed at combating cyber threats. Instead, it is Europe that has taken the lead. 

Why has the need for digital security overtaken privacy as a leading priority for legislators across the continent? 

Looming large is growing concern over an increasingly daring array of cyberattacks. Over the past year, Europe has 
experienced a number of online security breaches of unprecedented size and scale. 

The most alarming came in late December, when authorities revealed that hackers had conducted a massive attack 
that caused widespread damage on an iron plant in Germany. This was one of the first successful cyberattacks on 
critical infrastructure anywhere in the world. 

In January, a wave of cyberattacks temporarily disabled 19,000 French websites, including that of the Defense Ministry. 
In April, hackers claiming affiliation with the “Cyber Caliphate” of the Islamic State disabled broadcasts and took over 
the Web presence of French public service television. 

And in May, the German Bundestag revealed that more than 20,000 computers used by parliamentary members and 
staff had been infected with malware – the largest attack on the German parliament in history. 

As cyberattacks in Europe have grown in intensity and frequency, physical terrorism has afflicted the continent in new 
and terrifying ways. 

In January, terrorists killed 17 people in an attack on the satire magazine Charlie Hebdo in Paris. A day later, Belgian 
police killed two terror suspects in Verviers. 

The ensuing months have only heightened European concerns around physical terrorism. 
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Shocking reports of teenage girls across the continent leaving their families to join ISIS blared into television sets and 
computer screens from Birmingham to Brussels. 

In late June, terrorists killed 30 Britons at a seaside resort in Tunisia. Days later, the French, still grieving from the 
Charlie Hebdo tragedy, looked on in horror as a man beheaded his boss in southeastern France, and sent out pictures 
of his head draped in flags associated with the Islamic State. 

The visceral brutality of recent terrorist attacks in Europe, coupled with fear engendered by the growing spate of cyber 
incursions, is dramatically changing the way Europeans think about privacy and security. The head of Europol, Robert 
Wainwright, recently labeled terrorism and cyber crime as the top threats facing Europe. 

This changing landscape has cast a pall of fear over the continent. The response by policymakers, particularly as it 
relates to cybersecurity, has been decisive. 

The German parliament just passed its first IT security law, requiring corporations in sectors involving critical 
infrastructure to notify the government and affected individuals of cyber intrusions. 

Days later, the Dutch Government enacted a broad breach notification law that penalizes companies up to 10 percent 
of total revenues for failure to comply. 

At the continental level, the European Council has approved, after years of debate, the EU General Data Protection 
Regulation, a sweeping law that will mandate that businesses notify National Supervisory Authorities of cyber breaches 
within 72 hours, and that they also notify affected individuals without undue delay. The law is expected to be finalized 
by the European Commission and the European Parliament by the end of the year. 

This is the kind of unified, national breach notification effort we need to bring forward in the United States. A uniform 
national standard would protect consumers, provide clarity to industry, and require the government to hold itself 
accountable to the same standard as everyone else. 

It seems that while privacy-minded Europe steps up its focus on security, security-focused Americans are actually 
moving in the opposite direction, demanding greater protection from government and business intrusions into their 
personal privacy. 

In the wake of the Edward Snowden revelations about NSA surveillance, businesses have taken steps to prevent the 
government from snooping on their customers. Apple and Google implemented new encryption technology on their 
iOS8 and Android operating systems. In June, Apple CEO Tim Cook called the erosion of privacy a threat to the 
American way of life: “We at Apple believe that people have a fundamental right to privacy. The American people 
demand it, the constitution demands it, morality demands it.” 

The emphasis on security that has characterized state-society relations since 9/11 seems to be fading in America. 
Notwithstanding the recent US Office of Personnel Management breach and a bipartisan 14 to 1 vote by the 
Intelligence Committee, the Senate has delayed a decision on crucial cybersecurity information sharing legislation until 
this fall. 

But this does not mean that what Europe is doing is right, and what the United States is doing – or not doing – is wrong. 

Privacy and security both matter. 

Striking the right balance between the two will require partnership, coordination, and the sharing of best practices 
between policymakers, businesses, and citizens on both sides of the Atlantic. Now, more than ever, finding common 
ground in our policies and approach is the only way to stop borderless cyber criminals from threatening our security, 
while also preserving the privacy that both of our societies hold dear. 
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Privacy and security may be the Scylla and Charybdis of the modern world. But, as Odysseus taught us, the path home 
lies somewhere in between. 

Peter J. Beshar is Executive Vice President and General Counsel of Marsh & McLennan Companies. He has testified before 
both Houses of Congress on cybersecurity and terrorism matters. 
 
From FORTUNE.com, August 3, 2015 © 2015 Time Inc. Used under license. FORTUNE.com and Time Inc. are not affiliated 
with, and do not endorse products or services of, Licensee. 
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UNDERSTANDING THE POTENTIAL COSTS OF 
CYBER BREACHES 
Claude Yoder, Marsh 

Companies have increasingly gravitated to the benefits of insuring against cyber risk and a growing number of 
organizations are purchasing cyber insurance. Although that growth reflects the fact that more companies 
recognize cybersecurity risk, it remains less clear whether organizations appreciate the potential business impact of 
a cyber incident. 

Analysis based on a proprietary Marsh statistical model, the Cyber IDEAL, indicates that the exposure facing many 
organizations eclipses the risk-transfer programs those organizations have implemented. Those organizations may 
have accepted the potential for those larger losses because they view those incidents as remote and unlikely. 

Retail: According to Marsh data, retailers with revenues between US$5 billion and US$20 billion on average will buy 
an aggregate limit of US$23 million. However, a hypothetical retailer in that bracket may have a much greater 
exposure than that average limit. Consider a US$12 billion retailer with 75 million credit and debit card records (see 
Exhibit 2 below). 

EXHIBIT 2: RETAIL EXPOSURE FOR A 1-IN-100 EVENT (US$) 

 

Analysis suggests that the organization’s data-breach exposure for a 1-in-20 event would potentially result in costs that 
exceed US$42 million. However, a less frequent but more severe event, occurring once in every 100 data breaches, 
could result in the exposure of more than 21 million records. Should that severe incident occur, costs could exceed 
US$340 million, or nearly 15 times the average limits purchased. Such an event could potentially create an enterprise-
threatening risk, before even accounting for the risk to reputation. 

Higher Education: Marsh data indicates that a university with an operating budget of US$1 billion on average 
purchases cyber insurance with a limit of US$5 million. An illustrative example is a university with an operating budget 
of US$1 billion and 5 million personally identifiable information (PII) records (Exhibit 3). 
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EXHIBIT 3: HIGHER EDUCATION EXPOSURE FOR A 1-IN-100 EVENT (US$) 

 

A 1-in-20 breach for this profile could result in costs of more than US$10 million. A less frequent but more severe event, 
occurring once in every 100 data breaches, could result in the exposure of more than four million records and incur 
costs of more than US$30 million, or more than six times the average coverage amount. 

Health Care: Marsh data indicates that a US$3-billion health care company on average buys US$11 million in cyber 
insurance limits. Although many health-care-sector institutions may surpass that figure, the average demonstrates that 
many more run the risk of being significantly underinsured against large data breaches. Consider a health care 
provider with revenue of US$3 billion and 5 million personal health information (PHI) records.  

EXHIBIT 4: HEALTHCARE EXPOSURE FOR A 1-IN-100 EVENT (US$) 

 

A health care company with this profile can expect costs amounting to nearly US$22 million for the 1-in-20 event (see 
Exhibit 4). In the event of a more severe breach occurring one in every 100 events, costs could top US$60 million, 
leaving almost US$50 million in uninsured costs.  

Claude Yoder is a Managing Director and Head of Global Analytics at Marsh. This material is extracted from Marsh & 
McLennan Companies’ November 2014 report “A Cybersecurity Call to Action,” developed in cooperation with The  
Chertoff Group. 
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CYBER VIEW: A MODERN DAY CYBER RISK ASSESSMENT 
Lindy Connery, Marsh 

Cyber risk cannot be completely eliminated, given the fundamental reality of today’s dynamic, interconnected, and 
technically-driven business environment.  

In this environment, companies certainly need actionable intelligence to help protect their businesses, but something 
is missing in the cyber risk assessments that are available. Today’s assessments of cyber risk, while increasingly 
sophisticated, are limited because they only assess technological readiness, and technological readiness is not an 
adequate predictor of overall cyber risk. Cyberattacks are technical in delivery, but human in origin – and no 
assessment of cyber risk can be comprehensive without also measuring behavioral risk. We see this happening every 
day: Companies with strong technology protections are often breached, while those with weak technology defenses 
may be skipped over, and a technological readiness assessment alone cannot fully explain why that is the case. 

Cyber risk is fundamentally an economic concept – not a technological one; it 
is a multi-factor game theory and behavioral economics problem, where a 
company’s actions are “played” against a rational, active adversary 
optimizing their own value functions. Therefore, cyber risk is unique from 
traditional business risks, and this has implications for how it must be 
analyzed and measured.  

Further, the conundrum of quantifying cyber risk lies in the reality that the 
active adversary – for example criminal hackers – can inflict financial harm in 
the hundreds of millions of dollars from anywhere in the world. Criminal 
hackers, when faced with increasingly sophisticated security measures at a 
target deemed worthy (according to their own value functions), will increase 
the frequency of their efforts and enhance their techniques to achieve their 
goals. As an example, the 2015 Verizon Data Breach Investigation Report 
found that “70 percent to 90 percent of malware samples are unique to an organization.” This implies that active 
adversaries view each potential victim as a unique target and adjust their attack methods accordingly.   

Modeling cyber risk requires an analytical framework that accounts for cyber risk’s uniqueness, involving:  

• Modeling the active adversaries and the companies under attack; 

• Focusing on past breach patterns to study behavioral patterns; and 

• Monitoring to track the volatile threat landscape and non-obvious connections that can lead to aggregated risk 

By analyzing the above elements of a company’s cybersecurity posture through the prism of an assessment that 
combine both technological and non-technological aspects, an organization can shift their analysis beyond the static 
technological snapshot and gain insight into their actual cyber risk profile. This analysis will support data-driven risk 
management strategies both internally and externally. 

Lindy Connery is a Senior Vice President at Marsh and a placement specialist with the firm’s Professional Liability/Network 
Security and Privacy practice. 

Challenges of Modeling Cyber Risk 

Traditional insurance risk modeling methods 
face various challenges when evaluating 
cyber risk:  

• Active Adversary – Models do not account 
for the role that these bad actors play.  

• Actuarial Analysis – Past events do not 
predict future events well due to the 
evolving nature of the risk. 

• Volatile Risk – The threat landscape is 
dynamic with continually changing 
offensive and defensive strategies. 

• Non-Obvious Paths of Aggregation – There 
are paths of aggregation in the world of 
cyber risk that do not exist in the 
physical world. 
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A NEW APPROACH TO CYBERSECURITY: LEVERAGING 
TRADITIONAL RISK MANAGEMENT METHODS 
David X. Martin, New York University, and Raj Bector, Oliver Wyman 

INTRODUCTION 

Businesses must exchange information with many different external bodies from current and prospective customers 
and suppliers, to government agencies and joint venture partners. This communication was once slow and expensive 
for both parties, especially when they were far apart. 

No longer. Advances in electronic connectivity and data storage have made the exchange of large quantities of 
information, even over vast distances, cheaper and quicker than almost anyone imagined possible even 30 years ago. 

The efficiency gains and benefits to consumers are extraordinary. However, the explosion of data and 
interconnectedness has also expanded the opportunities for crime. The new informational openness of enterprises is 
being used to steal their intellectual property, the “identities” of their customers, and to subvert or shut down their 
operations. In recent years, the sophistication of cyberattacks has increased exponentially, while the defensive 
approach has largely remained the same (see Exhibit 5). 

EXHIBIT 5: OLD VS. NEW APPROACH TO CYBER RISK (ILLUSTRATIVE) 

 

The losses from cyberattacks can be large – be they through compensation to impacted customers, disruption of 
business, reputational damage, or, even, paying ransoms to have “captured data” from computer systems released. 
Since 2010, the number of registered cyberattacks around the world has been growing at a rate of 23 percent per 
annum and now stands at 116 every day.5 The average annual cost of cyberattacks to affected businesses has grown 17 
percent per annum, reaching $9 million per business.6 As the informational openness of businesses and the creativity 
of cybercriminals continues to grow, so does this cyber threat. 

The established approach to cybersecurity has become untenable. In the new age of online communication and 
transacting, putting a “hard shell” around the enterprise costs more in lost business or inflated transaction costs than it 
 

5 Symantec Internet Security Threat report; Ponemon 2012, 2013 Costs of Cyber Crime study; The Global State of Information Security® 
Survey 2014;The Betterly Report Cyber/Privacy Insurance market survey 2013; Cybersecurity Market report by Marketsandmarkets, 
June 2012. 

6 Ibid. 
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CYBERSECURITY AND THE BOARDROOM 
Matt McCabe and Robert Parisi, Marsh 

The enormity and magnitude of cyber threats have risen to a degree that the consequences of an attack can 
significantly impact a company’s valuation. As a result, network security and data privacy are now boardroom 
governance concerns. Regulators, including the Securities and Exchange Commission (SEC), have responded by 
increasing oversight and highlighting the need for public companies to make disclosures related to these risks. Boards 
need not only to devote more attention to this ever-increasing area of risk but to evaluate their corporate readiness for 
such attacks. 

Recent network attacks and data breaches have demonstrated that cybersecurity events can quickly accumulate 
significant costs, inflict reputational damage, and produce long-term ramifications. A massive data breach will invite 
litigation, generate regulatory fines, and instigate law enforcement investigations. An enormous denial-of-service 
attack can grind company operations to a halt and threaten company revenue. Cyberattacks could even cause physical 
damage by manipulating processes carried out by control systems. And if the breach or incidents arising from cyber 
threats are material to a typical investor, the SEC may also have an interest. 

Although some cyber events may be beyond the control of the company, nevertheless, board members, directors, and 
officers may be falling short in their duties to review the organization’s risk practices, to include network breaches and 
failures in their business continuity planning and insurance coverages, and to disclose material cyber risks and 
incidents to stakeholders. Data from the National Association of Corporate Directors shows that many directors are 
challenged to understand the scope and changing nature of cyber risks (see Exhibit 7). 

EXHIBIT 7: DIRECTOR RATING OF OWN AND BOARD’S KNOWLEDGE OF CYBER RISKS 

 

Source: NACD 2015-2016 Public Company Governance Survey 

Widely publicized retail sector data breaches have provided a stark reminder of how these events can quickly inflict 
costs, spawn class-action lawsuits, and trigger directors and officers (D&O) coverage. Such massive breaches can be so 
large that they produce customer and shareholder lawsuits that name directors and officers for alleged negligence, 
breach of duty, or other causes. In one case, a company saw its share price plummet more than 80 percent, following a 
data breach that had been ongoing for more than a year and resulted in the theft of data from an estimated 130 million 
records. In the aftermath of that data theft, the company and its board were criticized for making material 
misrepresentations and omissions regarding its security and information systems. That event spawned multiple 
lawsuits. Other massive breaches have also invited class-action lawsuits and other legal challenges, which can typically 
trigger cyber coverage. 

0% 20% 40% 60% 80% 100%

Own

Board

No knowledge

Little knowledge

Some knowledge

High level of knowledge



ASSESSING AND UNDERSTANDING THE RISK 

Copyright © Marsh & McLennan Companies 23 

Data breaches are not the only cyber risk that boards should evaluate. Technology outages and software failures 
resulting in supply-chain and operational disruptions can cause significant loss of income, increase operating 
expenses, and damage an organization’s reputation.  

Moreover, in this age of interconnectivity, many more companies are exposed to cyber risk. Companies that once 
believed they had little exposure may be connected to business partners or customers that are attractive targets and 
become the entry point of an attack. For example, in the recent retail breaches, hackers successfully siphoned data 
from credit and debit cards that companies initially collected at point-of-sale systems (POS). Reportedly, hackers may 
have captured that data after first gaining access through the online credentials of a vendor that provided automated 
services that were completely unrelated to the POS systems or the encryption and storage of data. From the access 
provided through that vendor, the hacker is reported to have moved to unrelated parts of the network and 
accumulated troves of customer information. 

This example demonstrates that the potential for exposure due to security lapses may occur at any point along the 
chain, including the companies that wrote the software, implemented the systems, provided data storage, performed 
security assurance, and even controlled operational technology. 

THE GROWING CALL FOR CYBER REGULATION 

Regulators have renewed their focus on making sure organizations have sufficient protection against cyberattacks. A 
diverse collection of regulators – including the Department of Homeland Security, the US Office of the Comptroller of 
the Currency, the US Food and Drug Administration, and the Federal Energy Regulatory Commission – have issued 
warnings on cyber threats.  

As data breaches escalate in severity, every public company should consider Regulation S-K guidance that was issued 
by the SEC in October 2011 on disclosing cyber risks and cyber incidents. Citing the potential for lost revenues, 
litigation costs, and reputation damage, the SEC advised public companies to “consider the probability of cyber 
incidents occurring and the quantitative and qualitative magnitude of those risks, including the potential costs and 
other consequences resulting from misappropriation of assets or sensitive information, corruption of data, or 
operational disruption.” The guidance recommended that companies determine whether their facts and 
circumstances require disclosing and whether they carry cybersecurity insurance that would serve to mitigate financial 
risks from a cyber incident. 

CLOSING THE CYBER RISK AWARENESS GAP  

Even those directors and officers who are aware of the importance of cyber and network risk issues often do not know 
specific company protocols in these areas. A knowledge gap exists between the awareness of a company’s exposure 
and the practices implemented to defend against those threats. Oftentimes, there is a disconnect between security risk 
assessments and financial impact assessments. Further, security risk is complex, widespread, technical, and ever 
changing. As a result, it is difficult to quantify the probability of an event and its impact, as well as the impact of 
preventative measures in reducing risk. 

One way that companies can begin to close this gap is by undertaking a CEO-led exercise that coordinates legal 
counsel, information security officers, and other relevant executives to: 

• Identify the material cyber assets in their organization 

• Protect those assets from growing cyber threats 

• Discover information for material disclosures 

Such an exercise should be rigorous, including worst-case scenarios and a focus on the nexus between the risk of 
security incidents and financial impact.  
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This undertaking should not be viewed as a one-time project, rather as part of ongoing risk-management planning. A 
clear flow of information to the board of directors regarding cyber risk faced by the organization is critical. Cyber risk 
needs to be on the board agenda on a regular basis. By doing so, companies can help ensure that their boards are fully 
aware of, and engaged in, discussions around the security of its networks and the safe handling of sensitive data. 

LONG-TERM OUTLOOK 

The sheer size of the most severe data breaches should determine how organizations view their cyber and privacy risk. 
Corporate governance issues will escalate following a breach if plaintiffs or regulators demonstrate that management 
was aware of vulnerabilities yet did little to prevent it. Executives with the responsibility to protect company valuation 
should perform their due diligence and prepare for the exposure before it becomes tomorrow’s headline.  

Matt McCabe is a Senior Vice President and Advisory Specialist on Network Security and Data Privacy at Marsh and  
Robert Parisi is a Managing Director and the US Cyber Risk Product Leader at Marsh. 
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INTERNAL THREATS: FIVE WAYS EMPLOYEES AND BUSINESS 
PARTNERS PUT IP AND DATA AT RISK 
Pamela Passman, Center for Responsible Enterprise and Trade 

When a cyberattack makes the headlines, it’s often because the perpetrators are a mystery. We can imagine hackers 
operating out of smoky rooms in distant lands – and sometimes that turns out to be accurate. 

But it is also true that the guy whose office is just down the hall past the soda machine may be as great a threat as a 
remote criminal. Insiders – company employees as well as contractors and business partners – can present a significant 
risk for misappropriation of sensitive information and intellectual property. Whether they are operating out of malice or 
ignorance, their actions can be disastrous for company profits, reputation, and future business plans. 

Here are some of the key factors fueling insider risk: 

• Access: Many companies lack appropriate limits on employees’ access to confidential, sensitive information – 
items including customer lists and contact information, intellectual property, and private information about 
customers, employees, and business partners. In a recent report by the independent Ponemon Institute, 71 
percent of “end users” (employees on the system) said they have access to company data they should not be able 
to see, and 54 percent of them said that the access was frequent or very frequent. The vast majority of IT 
professionals surveyed said that their organizations don’t have a “need-to-know” policy of managing access, or 
don’t strictly enforce it 

• Mobility: In today’s globalized economy, professionals in many industries have unprecedented opportunities to 
move between companies and work in different countries. In an increasingly common narrative, employees with 
access to trade secrets walk out the door with reams of downloaded documents that they aim to provide to 
competing companies or foreign governments. The greatest risk comes from employees who are disgruntled, 
leaving amid layoffs or similar upheaval, or returning to their native country. Typical of these cases is one recently 
reported by South Korea’s Yonhap News Agency. A court in Seoul indicted a man identified only as Kim, a high-
level automotive engineer, for passing classified documents from his former employer Daewoo Motors to 
competing carmakers in China. The documents he transferred contained details of safety and performance-testing 
technology that the South Korean company had developed. There are many similar cases in a wide array 
of industries 

• Risky digital behavior: In the Ponemon survey, only 47 percent of information technology practitioners surveyed 
believed that employees in their companies take data protection seriously. That belief is supported by the 
response to another question by the non-IT set: 76 percent of those surveyed said they saw no problem with 
loading confidential documents onto their unsecured personal computers, smartphones, and the public cloud. By 
doing so, they may unwittingly open the door to cyber theft. Another common way that internal and supply chain 
employees may create holes in security is by loading their own software onto work computers. If that software is 
pirated, it may contain malicious code designed to search their systems for valuable data 

• Accountability gap: Many companies do a poor job of conveying their expectations around confidentiality and 
security to employees and supply chain partners. Monitoring to see whether appropriate procedures are being 
followed is even weaker. In some sense, it’s no wonder employees are not vigilant about protecting intellectual 
property and preventing cyber breaches 

• Insider advantage: A combination of the above factors and first-hand knowledge of a company’s information 
system, and a failure to monitor insider behavior lead to some of the most damaging data breaches 

Here’s how one such case is playing out in Japan: Police arrested 39-year-old Masaomi Matsuzaki last July on suspicion 
of stealing data linked to more than 20 million customers of Benesse Corp., which provides educational material and 
services for students. 
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Matsuzaki, who was working as a systems engineer for a company affiliated with Benesse, reportedly loaded the data 
onto his smartphone and then sold it to middlemen who resold it to a few hundred other companies to exploit for 
marketing purposes, according to a Kyodo news agency report. 

The case sparked outrage in Japan and a national debate about improving privacy laws. Although the perpetrator is 
now in custody, Benesse continues to reel from the fallout. Parent company Benesse Holdings announced in 
December 2014 that it would be cutting 300 jobs to compensate for an expected net loss of between $8.3 million and 
$75 million in the current business year, as a result of the data breach. 

Clearly, the threat from insiders cannot be remedied with an old-fashioned firewall. It requires a solution that takes a 
multifaceted, proactive approach –  one that involves IT security design as well as security procedures, contract 
provisions, training, and monitoring. These measures must be based on a clear picture of where valuable information 
assets reside, whether customer data or intellectual property. 

And, importantly, a system to address security risk posed by some insiders must be balanced with the need to facilitate 
the work of the majority of employees and partners who operate in good faith. 

The digitized, fast-evolving global economy presents unprecedented opportunities. But capturing its possibility comes 
with the need to address associated risk. Taking a systematic approach – with dedicated strategies to address risks 
posed by “insiders” in concert with plans to stop intrusion and associated damage by “outsiders” –  is the most 
pragmatic and cost-effective way for companies to compete in this changing, and often challenging, 
business environment. 

Pamela Passman is President and CEO of the Center for Responsible Enterprise and Trade (CREATe.org), a global 
nongovernmental organization dedicated to helping companies and supply chain members prevent corruption and protect 
intellectual property.  
 
This article was published on BRINK on April 13, 2015. BRINK is an award-winning, objective journalistic enterprise managed 
by Atlantic Media Strategies and made possible by Marsh & McLennan Companies. 
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TRACKING INSIDER THREATS: THE IMPACT OF EMPLOYEE 
BEHAVIOR AND SENTIMENT ON CYBER RISK 
Tom Jacob and Karen Shellenback, Mercer 

Cybersecurity attacks and breaches cause substantial financial and reputational damage to organizations. The daily 
stream of news reports on cybersecurity threats has made protecting electronic data, applications, and systems from 
unlawful or unplanned use, access, modification, or destruction7 a critical operational priority.  Some recent research 
has estimated that organizations spend $46 billion dollars annually on cybersecurity, and the cost keeps growing at a 
fast pace. 8 With cybersecurity breaches increasing at a rate of 20 percent per year, the cost to address these situations 
is also increasing by 30 percent annually.9  

Forward-thinking organizations are preparing for battle by realigning their investments and resources to provide 
holistic and comprehensive assessments of all vulnerabilities. Although many attacks are from the outside, there is a 
growing awareness of the increasingly dangerous potential of attacks and breaches coming from within.10  

Companies can no longer rely only on a defensive external barrier – like a castle in the days of yore – with a hoisted 
drawbridge and posted sentries on the wall. More and more often the threat emanates from the inside – from an 
unassuming, hapless, or manipulated peasant to the angry and malicious black prince. The threat is becoming more 
stealthy and impervious to traditional defensive measures. Assessing the type of insider threat is the first step in 
mitigating the danger and building targeted solutions.  

THREE CATEGORIES OF INSIDER BREACHES 

There are three kinds of insider groups: the accidental, the renegade, and the malicious. 

• Accidental insiders can be hapless, negligent, or unaware of how they are putting the security of the organization 
at risk. These individuals often do not know or do not regularly follow established security protocols which often 
lead to misplaced or improper handling of papers, data, computers, systems, or networks. This group can also be 
“targeted by adversaries and manipulated to do something that the insiders believe to be legitimate but that in 
reality represents a threat to the organization”.11 Such insiders often have no idea that what they are doing is 
detrimental to the organization 

• The renegade insider can be summed up with the mantra: “established security rules and protocols do not apply 
to me.” Insiders in this group are aware of enterprise-wide cybersecurity policies and procedures, but they 
understand how to manipulate vulnerabilities, such as loosely enforced policies and procedures, or how to exploit 
technical runarounds in networks or systems. The renegade is a tech-savvy individual who bends the rules for 
his/her own purposes, uploading information to the cloud or downloading unapproved applications onto their 
system – not with malicious intent, but for personal or convenience reasons 

• “Malicious insiders make a conscious decision to deliberately cause harm to an organization; they are fully aware 
of their actions and recognize the damage or impact it can have on the organization.”12 This group defiantly acts 

 

7  University of Maryland University College, “Cyber security,” 2014 

8  Stuart Corner, “Billions Spent on Cyber Security and Much of It ‘Wasted,’” The Sydney Morning Herald, April 3, 2014 
9  Stuart Corner, “Billions Spent on Cyber Security and Much of It ‘Wasted,’” The Sydney Morning Herald, April 3, 2014 

10  In response to the increasing threat landscape, almost three-quarters (74%) of IT respondents recently reported that insider threats were 
now on their radar. Dr. Eric Cole, Insider Threats and the Need for Fast and Directed Response, SANS Institute, 2015.  

11  Ibid. 
12 Ibid.  
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with the intention of revenge or financial gain.13 A US Secret Service/CERT® report in 200514 revealed factors 
related to the profile, psychology, and motivations of malicious insiders. This study found that negative work-
related events were the impetus for most malicious actions. The research reveals that at the time of the reported 
attack, approximately six out of ten perpetrators (59 percent) were former employees or contractors of the victim 
organization. Approximately half (48 percent) had been dismissed, another third (38 percent) had resigned and 
a much smaller percentage (7 percent) had been laid off. The remaining four of ten perpetrators (41 percent) 
were current employees or contractors 

Fundamentally, cyber security is a people issue and, as indicated above, there are strong correlations that cyber breach 
incidence is dependent on internal employee awareness and sentiment. Placing a strong external technical perimeter 
around the company as your only defensive mechanism is not enough! Sometimes it is the people you trust the most – 
your insiders – that can inflict the most damage.  

Understanding employee and former employee sentiment is important to assessing the motivation for an attack and in 
assessing the sophistication of your company’s defenses. Creating an environment where employees play an active 
and pivotal role in safeguarding sensitive information is a fundamental requirement. As a result, more and more 
companies are beginning to: 

• Consider threats from insiders in risk assessments15

• Dedicate specific budgets and resources for insider-threat countermeasures 

• Track and link employee and contractor sentiment/engagement to cybersecurity measures 

• Proactively address negative or potentially negative work environment issues such as: mergers/acquisitions, 
layoffs, restructuring, and/or negative engagement scores through targeted change management and action 
planning techniques 

• Execute background checks on all new hires16

• Engage the workforce in “Cyber Hygiene” by: 

− Requiring annual compliance training (with testing/sign off) for all employees on topics such as: keeping a
clear and secure desk, protecting data on the move, secure email procedures, recognizing and avoiding 
phishing, etc.   

− Providing regular updates to employees on cybersecurity protocols (i.e. short fun videos, etc.) and by 
providing easy online access to information, resources, and support. 

− Fostering a culture in which it is “safe” to raise concerns, seek guidance, and report suspicious behavior 

• Use data analytics software to scan email and social media posts to flag “disgruntled” employees 

• Track the access and use of highly sensitive/confidential accounts 

• Monitor and audit employee network activities and suspicious behavior (logging on at odd hours or remote 
locations, increased export of reports from internal systems, regular access of unauthorized cloud storage sites,
staying late or coming in early, and not collaborating on this workload with others, etc.)17

• Deactivate sensitive systems access following employee termination and after employee role changes18

13 The Verizon 2014 Data Breach Investigation report found that financial gain or fraud was the primary driver of the 11,698 instances of 
malicious insider privilege abuse.. Verizon’s 2014 Data Breach Investigation report in Khimj, Irfahn, The Malicious Insider 

14 Keeney, M., Cappelli, D., Kowalski, E. Moore, A., Shimeall, T. and Rogers, S. (2005) Insider Threat Study: Computer System Sabotage in 
Critical Infrastructure Sectors, Pittsburgh, PA Carnegie Mellon University Software Engineering Institute/ United States Secret Service 

15 Irfahn Khimji, The Malicious Insider, Tripwire: the State of Security, March 2, 2015. 

16 Ibid.  

17 Ibid. 
18 Ibid. 
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• Conduct exit interviews with terminating employees to build alumni relations and positively manage the 
separation process 

• Maintain clear lines of communication/partnership between human resources, legal, and cybersecurity teams19 

In summary, the cybersecurity threat is only going to grow. Understanding the risks imposed by those who have 
unfettered internal access to proprietary and confidential knowledge, information, and systems is paramount in 
launching a strategic and protective force field. Building strong positive sentiment with current employees, 
independent contractors as well as former employees is crucial to cementing a protective barrier within the castle walls.  

Tom Jacob is a Senior Partner and Global Leader of Research and Insights and Talent Information Solutions at Mercer and 
Karen Shellenback is a Principal in the firm’s Research and Insights practice. 

 

19 Ibid. 
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ASSESSING ECONOMIC EXPOSURE IN THE AFTERMATH OF A 
PRIVACY BREACH OR A CYBERSECURITY INCIDENT 
Jordan Milev, NERA 

INTRODUCTION 

In terms of types of litigation exposure, cases alleging privacy breaches and cyber incidents are relatively recent. 
Because of this, the legal framework as to the types of claims that can survive in court and form the basis of a damages 
assessment is still novel and in the process of being fully developed. However, the tools that can be used to assess key 
aspects of the potential exposure are not novel at all, as they are solidly grounded in academic and empirical research. 
Economists have long assessed exposure from other types of claims using tools that can readily be applied to privacy 
breaches and cybersecurity cases. 

Below we discuss two principal techniques – discrete-choice modeling and event-study analysis – that can be used 
effectively early on in the litigation process to assist parties in assessing the size of the potential damage claim sought 
by individuals and/or investors. These tools can help guide potential settlement discussions and provide deeper 
understanding of potential directors and officers (D&O) liability exposure. 

ASSESSMENT OF CONSUMER HARM 

One way to attempt to measure the value of personal information to consumers is to use surveys and statistical 
modelling. Such analysis is often conditional on the available data and the statistical tools used. Economists have 
developed tools that can assist with evaluating evidence of consumer attitudes.  

A key allegation in some types of cases involving cyber incidents is that personal information was compromised or 
improperly accessed and used. Proper econometric modeling techniques could be effective in evaluating claims of the 
value consumers attach to their personal data. These techniques could also identify factors that may affect this value 
and, in particular, whether consumers possessing certain intrinsic characteristics appear to value this information 
more or less than otherwise similarly situated consumers with a different set of intrinsic characteristics. 

Conjoint analysis is a statistical survey method that asks survey respondents to select among specially constructed 
hypothetical choices. Gathered survey data could then be analyzed using statistical discrete-choice models that 
estimate, for the sample at hand, the importance of specific product characteristics to the ultimate decision. When one 
of the product characteristics is price and another is the degree of privacy, an implicit trade-off between price and data 
privacy may be estimated for the survey respondents. 

One particular National Economic Research Associates study by Sarah Butler and Dr. Garrett Glasgow gathered survey 
data regarding hypothetical membership in an online video-streaming service. Each consumer was presented with a 
choice among several example membership tiers that differed along several dimensions, including video catalog size, 
speed of content availability, commercials being shown (or not) between content, price, and relative degree of privacy. 
There were three possible degrees of privacy options: the most privacy-friendly tier guaranteed that no usage (viewing 
or identity) information was shared with any other party; the middle tier shared viewership habits with third parties in a 
way that did not allow consumer identification; and the least privacy-friendly tier disclosed both viewership and 
personally identifiable information with third parties. Discrete-choice modeling of conjoint analysis survey responses 
could be used as a potential measure of the value these particular consumers’ willingness to pay for privacy. 

Such information could have many business applications, including assisting companies with appropriately pricing 
privacy-related offerings or assessing consumer harm claims following a data breach.  
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ASSESSMENT OF LITIGATION EXPOSURE 

Are cybersecurity and privacy breaches material events? Should a company subject to an intrusion have disclosed the 
possibility of the breach or the specific facts within the company’s control that eventually were likely exploited by 
the hacker?  

Such questions go to the heart of claims that companies may have been misstating or omitting to state sufficient detail 
as to allow investors to properly assess the adequacy of the data security measures in place, and the resulting impact 
on the company’s value after taking into account the potential for a security-related breach and any implications a 
security-related breach may have. 

Event studies could be used to assess the materiality of cybersecurity and privacy breaches to investors. An event study 
suggestive of materiality, or lack thereof, of the disclosed breach would go to the heart of any claim that investors in the 
company were hurt by relying on the company’s prior representations about the adequacy of its security measures. 

The event-study technique relies on a statistical method that examines the stock price movement following an event 
and separates that movement into components. The technique relies on a regression analysis that, in its typical 
application, estimates the relationship between the daily stock price movements and the movements of an industry 
index and/or a market index. Because the company’s stock price movement can be driven to a large extent by a 
broader movement in the market and/or the industry, these movements need to be controlled for in order to arrive at a 
market and/or industry-adjusted price move. One then compares that adjusted price move to the size of the typical 
adjusted price move given no news.  

EXHIBIT 8: EVENT STUDY: A STYLIZED ILLUSTRATION 

 

The event study assigns a percentage probability to the price move, which is informative as to how rare a move of that 
size is, assuming no news is released. The probability attached to the price move quantifies the probability of seeing 
such a move in the absence of material news. One can imagine a “confidence interval” centered around the path that 
the price would have been expected to take given the contemporaneous movement of the market and/or industry. The 
confidence interval itself shows the range that the price is expected to fall within for a given level of statistical 
significance. When a large move is observed following news of a security breach, such as a price that falls outside that 
confidence interval, this could be an indication that the breach was material to investors. 

NERA has examined the moves following several prominent announcements of security breaches. A preliminary review 
of such price moves reveals that security breaches to date have rarely been accompanied by a statistically significant 
price decline according to an off-the-shelf market model using the S&P 500 Index.  
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EXHIBIT 9: PRICE REACTIONS FOLLOWING NEWS OF DATA BREACH 

 

1. The price of Target Corp.'s stock rebounded to $63.49 after ten trading days. 

Furthermore, in the security breaches examined above, the stock price has often returned to a level at or above the pre-
disclosure price within days of the breach announcement, in some cases reflecting a stream of further news regarding 
mitigation or additional information about the incident. 

It is not so clear whether news on future privacy breaches or cybersecurity incidents will also be accompanied by 
benign price declines. Because cyber breaches frequently involve large and well-known companies, one only needs to 
look at the litigation against these types of companies following large price declines in the past generally, to 
understand the potential for exposure from securities litigation. 

NERA continues to advise the counsel representing companies involved in litigation, as well as companies interested in 
assessing their exposure from securities litigation, derivative litigation, and other types of litigation that can affect D&O 
exposure and can test insurance limits. 

CONCLUSION 

Assessing economic exposure in the aftermath of a privacy breach or a cybersecurity incident is a complex process that 
can benefit from sophisticated tools already in wide use in other types of work involving the assessment of consumer 
claims of harm and of investor losses. Thinking of these issues ahead of time and also early on after an attack can 
position counsel and companies well in preparing for, understanding, and dealing with claims of losses in such cases. 

Jordan Milev, PhD, is a Vice President in the Global Securities and Finance Practice of NERA Economic Consulting and a 
member of the firm’s White Collar, Investigations and Enforcement Practice. 
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PRICE
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TO DISCLOSURE

NUMBER OF TRADING
DAYS TO BOUNCEBACK TO
PRE-DISCLOSURE PRICE

Adobe Systems Inc. 03/10/2013 2,900,000 $50.88 $51.57 $0.29 Price did not drop

American Express Company 03/06/2014 76,608 $91.89 $91.73 -$0.10 3

Citigroup Inc. 15/07/2013 150,000 $51.81 $51.83 $0.30 Price did not drop

JPMorgan Chase & Co. 05/12/2013 465,000 $55.82 $56.06 -$0.52 Price did not drop

JPMorgan Chase & Co. 27/08/2014 76,000,000 $59.59 $59.16 -$0.32 3

Lowe's Companies Inc. 19/05/2014 35,000 $45.55 $45.52 $0.28 3

Sears Holdings Corporation 10/02/2014 16,446 $28.94 $31.37 $2.12 Price did not drop

Target Corp. 18/12/2013 70,000,000 $63.55 $62.15 -$1.36 188¹

The Coca-Cola Company 24/01/2014 74,000 $38.84 $38.73 $0.08 2

The Home Depot, Inc. 03/09/2014 56,000,000 $91.15 $89.00 -$2.12 3
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CONSUMER CLASS ACTION SETTLEMENTS: TRENDS IN 
PRIVACY AND DATA BREACH CASES 
Stephanie Plancic, NERA 

OVERVIEW 

One risk companies face in regard to cybersecurity is consumer litigation: consumer class-action lawsuits may result in 
cases where a company’s customers’ information has been put at risk, potentially violating customers’ privacy.  

NERA has compiled a database of consumer class action settlements, including customer-privacy cases.  Since 2010, 
companies have paid on average over $8 million to settle these types of cases. In our database, we have identified 146 
settlements of class action cases alleging violations of consumer privacy. In total, these cases have resulted in 
settlements of more than $900 million.  

Over the past several years, an increasing number of such consumer privacy violation class action cases have been filed 
against firms. These cases typically fall into two categories: cases alleging unlawful collection of personal information 
and those relating to unsolicited spam. In these cases, spam is defined as unwanted and unsolicited contact via 
telephone, text message, mail, or fax. While the number of such cases has been trending upward, the average 
settlement value for these privacy cases has yet to show an increasing trend.    

DATA AND METHODOLOGY  

NERA has collected data on consumer class action settlements from 2010 through 2014. In total, we have identified 
680 settled cases, of which 479 report a settlement fund value. The numbers of settlements captured in our data have 
been increasing every year, with hundreds of millions of dollars spent each year to resolve consumer class action cases 
(see Exhibit 10 and Exhibit 11). 

EXHIBIT 10: SETTLED CASES BY SETTLEMENT YEAR 
SETTLEMENTS INCREASED FROM 2010 TO 2014 
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EXHIBIT 11: TOTAL SETTLEMENT FUND VALUE BY SETTLEMENT YEAR 
BILLIONS OF DOLLARS WERE PAID IN TOTAL SETTLEMENTS EACH YEAR 

 

NERA’s database contains information on settlements from January 1, 2010, to December 31, 2014, compiled from 
public data sources.   

To create this database, we defined consumer class actions as cases in which a class of consumers had purchased a 
product or service from the defendant(s) and that included at least one of the following types of allegations:  

• False Advertising/Misrepresentation: Defendant allegedly misrepresented their product, usually through 
allegedly misleading advertisements or labeling. 

• Product Liability: Defendant was allegedly liable because of some problem or defect with their product. 

• Violation of Consumer Privacy: Defendant allegedly violated the privacy of individuals. For example, the 
defendant may have contacted persons or shared individuals’ private information with a third party without 
obtaining prior consent. 

• Inadequate Information/Warning: Defendant allegedly failed to adequately warn or inform consumers about the 
product. For example, allegations in this category include failing to inform consumers of hidden fees or dangers 
associated with a product. 

• Fraud: Defendant’s actions were allegedly fraudulent. For example, this category includes cases with allegations 
related to unauthorized and/or misleading charges paid by consumers. 

• Antitrust: Defendant was allegedly involved in anti-competitive practices such as price fixing or false patent suits. 

Because class actions may include multiple types of allegations, some of the consumer class actions in our data fall into 
more than one category.20  

To identify consumer class action settlements, we reviewed articles published on Law360.com, searching for keywords 
to identify relevant articles and then reviewing these articles to identify settlements.21 We then compared our results to 

settlements provided on a website designed to provide consumers with information about class action settlements, 
Topclassactions.com, supplementing our list where appropriate. The resulting database includes both preliminary and 
final settlements.22 

 

20 Our data does not include labor or employment class actions – such as cases with allegations of unpaid overtime or off-the-clock work – or 
securities class actions. 

21 The list of articles used to identify settled consumer class actions was generated by a general search on law360.com for the terms [Class 
Action, Class Member, Settlement (Court, OR Approval, OR Plaintiff, Or Judge, OR Litigation) NOT (Overtime, Workers, Employees)]. 

22 Preliminary settlements reached before December 31, 2014, are excluded from the data if we found evidence that the final settlement was 
approved in 2015, and settlements finalized after December 31, 2014, may show up as preliminary settlements in our data. 
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For this list of settlements, we collected detailed case-specific information from news articles, press releases, 
settlement websites, and court documents.23  We defined “settlement year” as the year the settlement agreement was 

published on Law360.com or Topclassactions.com; where multiple articles discussing the settlement were published 
on Law360.com – for example, because a settlement was revised or finalized – the last date was used.  We defined 
“settlement fund value” as the aggregate amount paid by the settling defendant(s), which includes the value of the 
benefits to class members (actual or approximate), the amount paid to class counsel, and/or a charitable donation, 
where applicable. In many cases, the aggregate settlement value was not reported at the time of settlement because 
the total size ultimately depended on the number and value of individual claims that emerged during the claims 
process and/or the total value of the settlement fund was not capped. In other instances, the total settlement value was 
unreported because benefits received by class members were difficult to value. We found that the aggregate value of 
the settlement fund was reported in 479 of the cases. For the remaining 201 settlements, the documents we reviewed 
did not provide an aggregate value of the settlement fund. In some cases, the aggregate value of the settlement may 
simply have not been reported when the settlement was reached. In other cases, the nature of the settlement may have 
been such that an aggregate value could not have been assigned at the time the settlement was reached. 

VIOLATION OF CONSUMER PRIVACY CASES  

COMPARISON OF CONSUMER PRIVACY CASES TO OTHER CONSUMER CLASS 
ACTION SETTLEMENTS  

After compiling aggregate data on consumer class action settlements, we are able to segment the data into categories 
based on the allegation type, to identify the subset of cases with violation of consumer privacy claims.   

Looking at all cases with a known settlement value settled between 2010 and 2014, we see that 22 percent of the cases 
– 103 cases – were related to allegations of violations of consumer privacy. This is now the most common type of case 
settled, with a known settlement value, in our database (see Exhibit 1224).  

EXHIBIT 12: 478 SETTLED CASES WITH REPORTED SETTLEMENT FUND VALUE BY TYPE OF ALLEGATION 

 

On the other hand, only 3 percent of the total settlement dollars are associated with consumer privacy violation cases – 
on average, these cases are the least expensive types of cases to settle. In contrast, for example, cases alleging antitrust 

 

23 Case specific information was collected from the following sources: articles published on Law360.com, news articles available through 
Factiva, cases details available on TopClassActions.com, legal documents available through Law360.com, individual settlement websites 
and Bloomberg LP. 

24 Of the 479 settled cases with reported settlement fund value, one case does not fall into any allegation category and so is excluded from 
this exhibit. 
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violations are relatively expensive on average: antitrust cases make up 20 percent of the settlements but over 46 
percent of the settled dollars.  

We directly compared the average and median settlement for each type of allegation in our database in Exhibit 13.  

EXHIBIT 13: AVERAGE AND MEDIAN SETTLEMENT FUND VALUE BY TYPE OF ALLEGATION 

 

The average settlement of a case alleging violation of consumer privacy was $8.7 million. The median settlement, or the 
case at the 50th percentile, was $5.0 million.  These are the lowest average and median settlements of any type of 
allegation in the database.  Looking across the entire database, for example, the overall median settlement is $8.5 
million, and the overall average is $54 million (influenced by a handful of large outlier antitrust and fraud settlements 
over $1 billion).  

TRENDS IN VIOLATION OF CONSUMER PRIVACY CASES  

Looking specifically at settlements for cases alleging a violation of consumer privacy, we observe a number of trends.  

First, we continue to find a growing trend in the number of settled cases alleging violation of consumer privacy laws, 
increasing to more than 60 in 2014 from just a handful in 2010 (see Exhibit 14). 

EXHIBIT 14: SETTLED CASES THAT ALLEGED A VIOLATION OF CONSUMER PRIVACY BY SETTLEMENT YEAR 
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We are able to divide the cases alleging violations of consumer privacy into two broad categories, those that allege 
spam and those that allege misuse of personal information. These categories are approximately evenly split in our 
database, and we also have a small fraction of cases related to loan/mortgage/insurance information consumer 
privacy violations (see Exhibit 15). 

EXHIBIT 15: DIFFERENT CATEGORIES OF VIOLATIONS OF CONSUMER PRIVACY CASES 
FOR THE 103 CASES WITH REPORTED SETTLEMENT FUND VALUE 

 

The settlement dollars are not split as evenly across the case types; instead, approximately 70 percent of the consumer 
privacy settlement dollars in our database are associated with spam allegation cases.  

We can further subdivide consumer-privacy settlements by industry defendant. We observe these types of settlements 
in a wide variety of industries, including retail, business/consumer services, entertainment/social media, 
banking/finance, and telecommunications.  Spam cases exist in all these industries, but settlements in the 
banking/finance and telecommunications sectors are more likely to be spam-related (see Exhibit 16).  
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EXHIBIT 16: SETTLED CASES THAT ALLEGED A VIOLATION OF CONSUMER PRIVACY BY TYPE OF ALLEGATION 
IN BANKING/FINANCE, BUSINESS/CONSUMER SERVICES, ENTERTAINMENT/SOCIAL MEDIA, RETAIL AND 
TELECOMMUNICATIONS INDUSTRIES 

 

We are also able to track the characteristics of the settlements for cases alleging a violation of consumer privacy. 
Specifically, we observe that benefits paid out by defendants typically fall into one of three categories: monetary 
compensation to plaintiffs, non-monetary compensation to plaintiffs, and charitable donations.  We define monetary 
compensation as direct payments to plaintiffs that could be dispersed as checks or credits to a plaintiff’s account with 
the defendant. Non-monetary, “in kind” compensation is defined to include vouchers, repairs to or replacements of 
defective products, or other types of special offers. Some settlements may have included more than one type 
of compensation. 

For violation of consumer-privacy settlements, 69 percent of the settlements are monetary-only, and 22 percent have 
either all or some non-monetary component (see Exhibit 17). 

EXHIBIT 17: COMPOSITION OF SETTLEMENTS FOR 103 VIOLATION OF CONSUMER PRIVACY CASES WITH REPORTED 
SETTLEMENT FUND VALUE 
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Ten percent of consumer-privacy violation cases have some “other” type of settlement, either cash or in-kind 
compensation.  A number of these “other” settlements are charitable donations, which are relatively more common in 
consumer-privacy cases than in some other types of consumer class actions. In particular, five of the six cases in the 
database that are 100 percent charitable donations involved consumer-privacy violation cases. See Exhibit 18.  

EXHIBIT 18: SIX CASES INCLUDE ONLY A CHARITABLE DONATION – FIVE RELATE TO CONSUMER 
PRIVACY VIOLATIONS 

 

For example, some cases where a charitable donation was the only component of the settlement included: 

• In 2013, Google reached an $8.5 million settlement over an alleged violation of privacy rights. The settlement 
resolved a case brought over allegations that Google illegally divulged search query information to third parties via 
the URL from its search engine results page. Given a class action estimated to include over 100 million consumers, 
the sheer size of the class made direct payments to plaintiffs impractical 

• Also in 2013, Netflix reached a $9 million settlement to resolve claims that it violated the Video Privacy Protection 
Act by storing the financial information and viewing history of former customers who had canceled their accounts. 
After payment of attorneys’ fees and incentives to class representatives, the settlement was distributed to cy pres 
recipients, which the agreement defines as “not-for-profit organizations, institutions or programs that educate 
users, regulators and enterprises regarding issues relating to the protection of privacy, identity and personal 
information through user control” 

• In 2012, Say Media reached an $825,000 settlement in a class action alleging that its predecessor, advertising 
network VideoEgg, used flash cookies to bypass individuals’ computer browser privacy controls and track Internet 
activity without their knowledge or consent. The settlement resulted in a cash fund of $825,000 to be distributed 
to nonprofit organizations and educational institutions to fund research and promote consumer awareness about 
privacy and security of electronic information 

RECENT NOTABLE CASES  

While we observe a sharp increase in the number of settled cases related to violations of consumer privacy starting in 
2010, the litigation activity has continued to increase throughout 2014, in particular with a number of Telephone 
Consumer Privacy Act (TCPA) cases reaching resolution. Some large recent settlements included the following:  

• Capital One Financial Corp. settled a spam-related class action with an estimated class size of 21.2 million 
consumers for $75 million. The defendants were alleged to have called class members on their cell phones through 
the use of automatic telephone dialing systems or by using an artificial or prerecorded voice without plaintiffs’ or 
class members’ prior express consent, in violation of the TCPA 

• AT&T Mobility LLC spent $45 million to resolve another spam-related TCPA case 
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• Sony Corporation settled a case for $15 million, related to plaintiffs’ claims that hackers had broken into Sony's 
network and obtained data on as many as 31 million account holders 

• ComScore Inc. paid $14 million to settle a spam-related case, alleging that data-harvesting software was installed 
on users' computers without consent 

• Burger King Corporation resolved a spam-related case involving unsolicited faxes sent in violation of the 
Telephone Consumer Protection Act for $8.5 million 

• Dollar General paid $4.1 million to resolve a violation of consumer-privacy case alleging that background checks 
were run on job applicants without notifying them 

• LinkedIn Corporation spent $1.25 million to resolve a personal information related class action, following the June 
6, 2012, posting by hackers of some 6.4 million stolen LinkedIn user passwords that they obtained by breaching 
LinkedIn’s systems. Plaintiffs alleged that this data breach exposed the inadequacies of LinkedIn’s data security 
protections and the inaccuracy of its public statements regarding how it safeguarded LinkedIn users’ passwords 
and other sensitive information 

While NERA’s database only contains settlements through 2014, we have observed a continued trend of violation of 
consumer privacy settlements in calendar year 2015.  For example:  

• Life Time Fitness Inc. settled with customers for $15 million, related to unsolicited marketing text messages 

• JPMorgan Chase Bank NA also settled a spam-related privacy case, related to automated calls to residential loan 
holders’ cellphones for $12 million 

• Target Corp. has settled for $10 million to resolve multidistrict litigation over a data breach in late 2013 that 
compromised the personal information of up to 110 million consumers 
 

Stephanie Plancic, PhD, is a Vice President at NERA Economic Consulting and a member of the firm’s Securities, Mass Torts 
and Labor practices. 
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AS CYBER CONCERNS BROADEN, INSURANCE 
PURCHASES RISE 
Tom Reagan, Marsh 

Cyberattacks are escalating in their frequency and intensity, and pose a growing threat to the business community as 
well as the national security of countries. High-profile cyber incidents in 2014 reflected the expanding spectrum of 
cyber threats – from point-of-sale (POS) breaches against customer accounts to targeted denial-of-service (DoS) 
attacks meant to disable a company’s network. Businesses in ever-greater numbers sought financial protection 
through insurance, buying coverage for losses from data breaches and due to business outages.  

BOOST IN CYBER INSURANCE DEMAND DRIVES INSURERS’ RESPONSE 

Health care facilities, universities, and schools continue to be on cybercriminals’ radar, but attacks in the hospitality 
and gaming, power and utilities, and other sectors reveal that no organization is immune to a cyberattack or failure of 
technology. Health care and education clients had the highest cyber insurance take-up rates in 2014, followed by 
hospitality and gaming and services. Universities and schools present attractive targets because they house a vast 
array of personal information of students, parents, employees, alumni, and others: Social Security numbers, health 
care information, financial data, and research papers can all be compromised. 

The broader scope of hacktivists contributed to the increase in cyber insurance purchases in 2014. Sectors that again 
showed notable year-over-year increases in the number of clients purchasing cyber coverage included hospitality and 
gaming and education. Other areas that stood out in 2014 included the power and utilities sector, with more clients 
buying standalone cyber coverage. Power and utilities companies frequently cite the risks and vulnerabilities 
associated with the use of supervisory control and data acquisition (SCADA) networks – which control remote 
equipment – and the cost of regulatory investigations as driving factors behind their cyber coverage purchases. 

The reasons for purchasing cyber coverage varied – from board mandates seeking to protect corporate reputations to 
companies looking to mitigate potential revenue loss from cyber-induced interruptions of operations. Insurers 
responded to this demand by offering broader cyber insurance coverage in 2014, including coverage for contingent 
business interruption (CBI) and cyber-induced bodily injury and property damages. They also expanded availability of 
loss-control services, including risk assessment tools, breach counseling, and event response assistance. 

CYBER LIMITS RISE 

Companies with revenues of more than $1 billion have increased their cyber insurance limits worldwide by 42 percent 
on average since 2012, according to Marsh Global Analytics estimates. Over the same time period, health care 
companies have bought 178 percent more cyber insurance and power and utilities firms have expanded their coverage 
by 98 percent. (See Exhibit 19.) 
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EXHIBIT 19: RISING SPENDING ON CYBER INSURANCE  

 
Source: Marsh Global Analytics. Percentage increase in spending by companies with more than $1 billion in revenues on cyber-risk insurance from 2012 
through 2014 

CYBER RATES AND COVERAGE 

Increases in the frequency and severity of losses and near-constant headlines about attacks and outages kept cyber 
insurance premiums generally volatile in 2014. Average rate increases at renewal for both primary layers and total 
programs were lower in the fourth quarter than in the first. The increased loss activity prompted pricing challenges for 
some insureds, particularly retailers, where renewal rates rose 5 percent on average and as much as 10 percent for 
some clients. 

Market capacity also varied according to industry. Most industries were able to secure cyber coverage with aggregate 
limits in excess of $200 million, while the most targeted industries, like retailers and financial institutions, faced a 
challenging market.  

Insureds also face heightened due diligence from underwriters seeking to drill down beyond simple reviews of the 
company’s general information security policies. For example, insureds in the retail sector are being asked about their 
deployment of encryption and EMV (credit card) technology. And all insureds are now routinely asked whether they 
have formal incident response plans in place that outline procedures for protecting data and vendor networks and, 
more importantly, if such plans have been tested. 

A GROWING CONCERN 

In 2015, managing cyber risk is clearly a top priority for organizations. For example, business interruption (BI) drew a 
lot of attention in 2014, a trend likely to continue throughout 2015. While BI has historically been thought of as the 
aftereffect of a critical system going down for an extended period of time, technology failures and cyberattacks can 
create far-reaching outages affecting secondary systems, clients, and even vendors. Such events can also lead to 
higher recovery costs, which are becoming a concern for boards of directors and senior management. 
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There is also concern stemming from the expansion of regulation and litigation. Regulators were active in policing 
cyber risks in 2014, and oversight is likely to expand significantly in coming years. With cyber risk seen as a critical 
issue on both sides of the aisle in Washington, D.C., companies will face regulatory challenges in 2015 and beyond. 
Sectors that have already seen significant regulatory activity – for example, health care, financial services, and 
education – will likely face more stringent regulations and larger fines. All industries should pay attention to existing 
and impending regulations, tighten controls, and prepare to present and defend their compliance regime. Civil 
litigation in the wake of a breach or disclosure of a cyber event also escalated in 2014, with class actions at times 
following the disclosure of a breach by mere hours. 

As demand for cyber insurance grows, it’s important to remember that risk transfer is only part of the solution. 
Enhanced information sharing between industry and government is another step toward having a comprehensive risk 
mitigation strategy. Insurers and brokers are expanding the availability of loss-prevention and risk-mitigation services 
such as risk assessment tools, breach preparation counseling, and breach response assistance. The expanded roster of 
services and enhanced coverage can provide additional value from policies, usually without a specific added premium. 

Tom Reagan is the Cyber Risk Practice Leader within Marsh’s Financial and Professional Products (FINPRO) practice. 
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COMPANIES NEED TO TAKE MORE STEPS TO ADDRESS 
CYBER RISK 
Marsh and RIMS 

Many organizations are reaching the point in managing cyber risks where they see the goal as beyond prevention. 
They realize now that, given the resources hackers have at their disposal and the growing connectivity of the oft-cited 
“Internet of things,” cyber events cannot always be prevented. The definition of cyber risk has expanded beyond the 
loss of personally identifiable information. Today’s criminals may aim for extortion, reputation smears, denial of 
service, vandalism, and more. At the same time, employee errors, unforeseen catastrophes, suppliers’ IT breakdowns, 
and the like can damage systems and expose businesses to reputation damage, regulatory scrutiny, stakeholder 
dissatisfaction, and severe financial losses. 

And yet, perhaps because cyber risk is evolving so rapidly, a survey of 300 leading risk executives conducted by Marsh 
and RIMS in February 2015 saw some contradictions in the actions that organizations have taken to date with respect 
to cyber risk (see Exhibit 20). For example:  

• 82 percent of respondents said they have conducted assessments to determine their vulnerability to cyberattacks 
and IT outages. Yet, less than 40 percent said they have modeled potential losses. Which begs the question: What 
was the point of the assessment if they haven’t modeled the impact? 

• Similarly, 80 percent said they have allocated resources for prevention, preparation, and response. And yet, 70 
percent have not planned for a cyber extortion event, and nearly 60 percent have no formal communications plan 
for a cyber event. What, then, are the resources going toward? 

The above findings reinforce those of other surveys. For example, in the 2015 AFP Risk Survey (published by the 
Association for Financial Professionals) – conducted in conjunction with Marsh & McLennan’s Global Risk Center and 
Oliver Wyman – only 40 percent of respondents said they are developing or updating cyber response plans as part of 
their actions to respond to and mitigate cyber risk. Instead, the AFP survey found finance professionals pointing 
primarily to technological fixes. That survey also highlighted a number of difficulties in meeting challenges to reduce 
an organization’s vulnerability to cyber risks – primarily the implementation of a risk assessment process to identify 
vulnerabilities and ensuring proper levels of encryption are implemented across external networks. 

The survey results and discussions with risk executives show an awareness of the changing nature of cyber risk – it is 
more than data breaches. There is a growing acceptance that problems are inevitable, be it from hackers or an outage 
caused by something less nefarious. The need for a holistic organizational response is starting to take shape, but needs 
more focus. Risk professionals should recognize this as an opportunity to play a guiding strategic role in a high-profile, 
potentially costly area. 
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EXHIBIT 20: ACTIONS TAKEN TO ADDRESS CYBER RISK 

 

Source: Organizational Dynamics: A Focus for Effective Risk Management, Excellence in Risk Management, Marsh and RIMS, 2015 

This material is extracted from Marsh’s 2015 “Excellence in Risk Management report, Organizational Dynamics: A Focus for 
Effective Risk Management,” developed in cooperation with RIMS. 

0% 20% 40% 60% 80% 100%

WEIGHTED PERCENTAGE OF RESPONDENTS USING EACH MEASURE

Conducted risk assessment(s) to determine vulnerability to
cyberattacks and IT outages

Allocated cybersecurity resources for cyberattack prevention, preparation, and response

Reviewed insurance policies for cyber coverage and gaps

Identified and classified data at risk

Adopted a formal data breach plan

Planned for large-scale or widespread technology service provider outages

Established an in-house cyber event response team

Purchased specific cyber insurance

Provided ongoing employee/user training on cybersecurity

Reviewed cyber risks and enterprise cyber risk appetite with the board of directors

Pre-established key legal, forensic, or other third-party cyber event response services

Reviewed vendor and business partner cybersecurity posture

Conducted tabletop exercises to test organizational preparedness

Put in place a formal cyber event public relations communications plan

Modeled potential losses from cyber incident

Prepared for a cyber extortion event

      



RESPONDING TO AND MANAGING THE RISK 

Copyright © Marsh & McLennan Companies 47 

CLOSING THE DOOR TO CYBERATTACKS: HOW 
ENTERPRISES CAN IMPLEMENT COMPREHENSIVE 
INFORMATION SECURITY 
Claus Herbolzheimer, Oliver Wyman 

Cybersecurity and information security have become key challenges for enterprises in every industry around the globe. 
Cybercrime is taking on ever more and ever new forms – from data theft or forgery to computer sabotage or cyber 
espionage to improper handling of company information by staff, suppliers, or other business partners. And malicious 
cybercrime is only part of the problem. Defensive approaches to combat the threat must keep pace. Firms can no 
longer rely on existing corporate risk management approaches or their IT department’s capabilities; they must 
implement more far-reaching measures. Effective information security is an issue that involves the whole company, 
and it needs to be established as a permanent item on the board’s agenda. The challenges are multidimensional and 
call for a broad approach to risk assessment. 

Oliver Wyman has identified the key criteria that determine the success of sustainable information 
security management. 

A MULTIFACETED THREAT 

Enterprises are increasingly aware that cybercrime is a serious risk that may even threaten their very existence. Despite 
this, approaches to dealing with the issue are still too fragmented. Risk assessments primarily focus on traditional 
external attacks so that adapting the firewall by IT is very often the only protective measure taken. However, 
information security is far more multidimensional. 

Companies that want to protect their corporate data and other assets against unauthorized access or damage must 
consider a broad set of both internal and external threat scenarios. These scenarios will only increase as companies 
undergo digital transformation, which in turn increases the opportunities for cybercrime to impact on 
shareholder value. 

EXTENSIVE DAMAGE 

Just as the cybercrime threat is broad, so the potential impacts are multidimensional. Enterprises are already 
experiencing reputational damage from data leaks, financial losses as a result of production stoppages, theft of 
business secrets, and operational constraints due to the manipulation of technical equipment. And the impact is being 
felt not only at the enterprise level. Individual board members and executives can be held responsible and accountable 
in case of violations or evidence of security deficiencies. It is no surprise that, in a current study conducted by Marsh, 
risk managers of large companies mentioned that they are above all concerned about the misuse of customer 
information, the loss of intellectual property, reputational damage, and, more and more often, 
regulatory consequences. 

Against this background, many boards are rightly putting information security firmly on the agenda. They seek to move 
from case-by-case reactive measures to a balanced portfolio of initiatives that involve the entire organization and align 
risk management with commercial imperatives. On the technical side, it is important to ensure that unauthorized 
access to the company’s systems is restricted. Moreover, businesses must include sensitizing their workforce to 
information security in their training programs. In addition, they must make their organization secure by introducing 
sustainable leadership structures and leadership mechanisms. Last but not least, processes must be designed in such a 
way that third parties cannot gain access to company data. 
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EXHIBIT 21: EXAMPLES OF CYBER THREATS 

 

 

INSIGHTS FROM HEAVY INDUSTRY 

Oliver Wyman developed an information security strategy for a supplier in a security-related heavy industrial sector. The 

project, which covered the company’s entire process landscape, was the responsibility of the IT department and identified 

the most important security requirements and the necessary measures. The results clearly showed that the key levers for 

improving security could only be implemented in cooperation with the companies of the supplier’s partners and 

customers. These stakeholders played a critical integrating role for the company’s products in more complex (and 

vulnerable) end systems requiring more sophisticated information security measures. 

For the measures to be successful, responsibility for the programs had to be shifted from IT to executive board level. 

Lessons learned: 

• The degree of vertical integration in the value chain is a key factor for determining a company’s level of information 

security. In many cases, coordination with suppliers and/or customers is necessary. 

• In many cases, assigning responsibility for executing an information security project to the IT organization falls short 

of the mark because key risks and security requirements are often found outside of IT. Consider assigning 

responsibility for company-wide programs to the executive board or board. 

 

SABOTAGE AND TERRORISM

• Aim: to cause maximum damage

• The attacker doesn’t necessarily try to disguise their identity

• Desire to attract strong public attention

ESPIONAGE AND CRIME

• Aim: personal gain or advantages

• The perpetrator concentrates on not being identified at all or on being identified as late as possible

• Availability of potentially significant financial and technical resources

OPERATIONAL RISKS

• Indirect risk as a result of the loss of data or associated damage 
(for example financial losses, competitive disadvantages, image loss)

• Often caused by own employees or external partners

• More of an opportunistic risk – weaknesses are not deliberately exploited
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INSIGHTS FROM THE ENERGY INDUSTRY 

An energy company requested that Oliver Wyman evaluate its current information security level, and identify risks and 

any necessary mitigation measures. In this case, many industry-specific regulations had to be taken into account. 

Oliver Wyman contributed not only its technical expertise, but also its regulatory know-how to the project. As a result, 

measures were defined and documented that would both withstand scrutiny by third parties and add protection. 

Lessons learned: 

• When defining information strategies in regulated industries, it is important to have a profound knowledge of the 

regulatory environment, which in many cases is evolving rapidly as digitization changes the game. 

Standards such as ISO 2700x and NIST (National Institute of Standards and Technology) provide important reference 

points and suggestions, but they need to be adapted to the specific situation, industry, and special regulatory provisions – 

vanilla implementation is not sufficient 

 

INSIGHTS FROM THE FINANCIAL SERVICES INDUSTRY 

Oliver Wyman evaluated and reviewed the cybersecurity roadmap of a leading financial institution, which also led to the 

identification of weaknesses in the areas of prevention and detection. 

Lessons learned: 

• Successful protection requires companies to know which of their assets are worth protecting, and what the firm’s 

main security needs are. 

• To quickly identify weaknesses, it is necessary to gather and evaluate any relevant risk data and implement far-

reaching early detection indicators. 

• Cyber-intelligence analysis teams should not only collect the data streams of external service providers (for example 

monitoring of Dark Web/Deep Web pages), but also actively monitor internal systems and processes for weaknesses. 

The same teams should be responsible for coordinating the activities of security authorities, including regularly 

prioritizing threats and reviewing and updating security measures 

 

MANY ENTERPRISES ARE PLAYING CATCH-UP 

Many businesses have not yet realized the demands for far-reaching, multidimensional information security. Their own 
risk assessments do not yet call for a holistic approach. In Oliver Wyman’s view, this is mainly because there is too little 
transparency within companies regarding which information and systems really need to be protected. This is no easy 
task with the need differing from company to company and from industry to industry. While a machinery manufacturer 
may need to protect construction plans or access data for production equipment, industry service providers or 
marketing agencies, on the other hand, may need to ensure that their customer data or confidential project 
information are secure. 

To catch up and provide comprehensive security, enterprises will need many functions to collaborate. It is not enough 
to rely entirely on the IT department’s technical capabilities or effective corporate risk management. Because the 
potential threats and the issues that arise from them are complex and diverse, corporate risk management can only 
serve as a basis for an effective information security approach. Winners will adapt not only processes and structures, 
but also basic technical parameters, the corporate culture, and the treatment of employees. 
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SUCCESS FACTORS 

There are a number of criteria that make or break the success of sustainable information security. At the top of the list is 
holistic risk assessment – across all functions and levels – which takes not only potential goals but also threats and 
measures into account. It is also important to gain clarity on the business’s most important information assets and 
data, namely information, products, areas, processes, or systems that are strategically relevant to the company and 
must therefore be protected at all costs. At the same time, it is essential to have an eye on how their importance will 
change as a result of digital transformation or the review of the business design. 

In addition, it is important for firms to be aware of possible damage scenarios and to determine their risk appetite. 
Furthermore, they must integrate key information security measures ranging from the definition of a clear strategy for 
protecting all relevant company information, through the implementation of appropriate governance structures, and 
to regular audits and process control points that make it possible to assess the extent of a threat at all times. 

A CONTINUOUS PROCESS 

Information security does not mean that an enterprise will achieve optimum security overnight. Although technical 
improvements can often be implemented quickly, organizational and process changes can take up to one year. In 
general, sensitizing colleagues through cultural change takes the most time.  

Once the foundation has been established, sophisticated information security becomes an ongoing process that fits 
the activities and size of the company. A corporate security officer is needed for managing cyber risk effectively – in the 
person of a Chief Information Security Officer, a Data Security Officer with an extended remit, or a board member 
whose responsibilities are expanded accordingly. 

Every company needs to take action immediately. Cybercrime will continue to grow and develop new facets. 
Companies who do not address this development with holistic information security management are at greatest risk. 
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EXHIBIT 22: HIGH-LEVEL INFORMATION SECURITY PROCEDURE 

 

Claus Herbolzheimer is a Partner in Oliver Wyman’s Strategic IT & Operations practice. 

“HOW TO IMPROVE”

Make structural adjustments 
where necessary

Deploy an 
information security 

management system

Plan and execute risk
mitigation measures

Continuous improvementImmediately close the gap

“HOW TO PROTECT”

Assess the gap between the current 
position and the target state

Define risk appetiteAssess status quo and analyze 
damage scenarios

Derive information security requirements

“WHAT TO PROTECT”

Analyze the information base

Identify key information assets to be protected across the value chain:
• In the context of today's business design
• Based on the future business design
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AGGRESSIVE SECURITY IS BEST WEAPON IN FIGHT 
FOR CYBERSPACE 
Shawn Henry, CrowdStrike Services 

Businesses must foster an aggressive security culture, one which begins in the C-suite and permeates throughout the 
organization to anyone that draws a breath and is issued a login ID and password. 

Senior management and corporate boards have a lot of homework to do when it comes to cybersecurity. It is not just a 
technology issue and something to simply leave on the desk of the CIO or CTO; this is an issue that strikes right at the 
heart of a company’s DNA and poses a significant risk. Losses in the cyber realm can undermine the entire enterprise in 
no time, shaking investor confidence, rattling customers, and staining reputations for a lifetime. 

Too many companies still lack a full appreciation of the cybersecurity risk. I’ve had CEO’s say to me, “We’re just a 
manufacturing company – we don’t have anything of value.” I always answer their question with a question: “Have you 
told your shareholders you don’t have anything of value?” 

Businesses must gain an appreciation for what adversaries are really interested in and get sensitized to what the real 
threats are. Assessing cyber risk should be no different than assessing any other kind of business risk, like putting a 
new factory in Latin America for the first time. 

But all this should not have to happen in a vacuum: Governments need to take a critical look at their own processes and 
find a way to get more involved in partnering with the private sector in the fight against cybercrime. 

TIME TO GO HUNTING 

It is time corporations stop hiding behind defensive cybersecurity strategies and become proactive about hunting for 
adversaries roaming their networks. Don’t believe you have a problem there? Think again, because the perimeter 
is gone. 

For two decades the prevailing cybersecurity philosophy has been to defend the perimeter. Install a firewall, intruder 
detection system, implement dual factor authentication, etc. All of those efforts are critical components of any defense 
against cyberattack. But a proactive stance that takes security beyond such defensive measures has yet to be fully 
appreciated, and it is an approach that must be adopted in today’s environment. 

Depending solely on defending the perimeter is a false strategy. While you must defend the perimeter, you have to go 
much further, to what I call “hunting in the environment,” inside the network. 

Organizations should assume that the most sophisticated adversaries will be able to breach the perimeter simply 
because of its extensiveness. Although maintaining a secure border has to be the goal, there also needs to be the 
recognition that the border will never be completely secure, which means regularly looking inside the network for 
indicators that an adversary is there or is preparing for an attack. This requires granular visibility, using technology to 
monitor all the processes occurring on each computer on the network. 

Adversaries must accomplish specific goals to breach a network and successfully exfiltrate data. They have to execute 
malicious code to gain a foothold; they must maintain persistence on the computers they breach; they often must 
move laterally through the network; and they must establish external connections to command and control servers. 

Legacy security practices do not allow network defenders to “see” this activity with the fidelity required to identify 
malicious behavior, and most organizations aren’t even looking for the signs of such behavior. By knowing what the 
indicators are and actively “hunting” for them, organizations can identify the breach quickly and take steps to mitigate 
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it. Allowing an adversary on the network, undetected for weeks or months, will almost always result in significant 
damage to the enterprise. 

USING INTELLIGENCE TO GAIN THE ADVANTAGE 

Gathering intelligence on adversaries begins with knowing your enemies, understanding why your organization is 
being targeted, and understanding the tactics your adversaries are using. Once those things are understood, that 
intelligence can be translated into action on the network, allowing security personnel to proactively look for threats. 

You cannot defend against something if you do not know who the adversaries are. People have said to me, “I don’t care 
who it is, I just want to block everybody,” but that is not feasible. Priorities have to be set, with limited resources 
focused on the highest threats. This allows for a smarter, more strategic proactive response to any incident. 

For example, knowing that the Chinese government is targeting your company because of a certain technology you 
have developed enables your network defenders to look for specific tactics these government-sponsored groups use. I 
recently worked with a company’s security officials and shared intelligence about a group in China that coveted the 
company’s intellectual property. They used that intelligence to scour their network, actively looking across their 
enterprise for indicators that an adversary group was present. Within a few days, they detected that group inside their 
network and determined they had been active there for months. A successful remediation followed. 

Let’s look at a physical world example. We live in an open and free country and all the attendant risk that comes with 
that. At this very moment, there are terrorists aiming to harm the US living and working inside our borders. And yet, 
since 9/11 we haven’t had a single significant terrorist incident on that scale because we’ve been able to leverage the 
use of intelligence. 

There have been dozens and dozens of attacks that have been thwarted because they have been identified, detected 
and disrupted in advance. I was in charge of the FBI field office in Washington, D.C., in 2010, and we had two plots that 
we were able to disrupt. Our success was not simply the result of perimeter security and of having kept all those 
seeking to do us harm out of the country; rather, we knew how terrorists operate, we knew the indicators that would 
alert us to their schemes, we had good intelligence that allowed us to identify the adversaries before they could 
execute their plan, and our personnel were able to disrupt those attacks before they could wreak havoc. 

These tactics, applied in the network environment, will have similar success. Organizations that use intelligence to 
know what indicators to look for will identify when attackers are in their enterprise, and can initiate protocols to 
remove them. 

GOVERNMENT CAN LEND MORE OF HELPING HAND 

The government could be a tremendous partner in this fight against cybercrime, but there are many challenges. And it 
is not for lack of effort or interest. I have worked with some amazing men and women in government over the years that 
have sacrificed much in this fight. Rather, the disconnect comes from the policies and processes within the 
government, which need to be changed to adapt to the current threat. 

The government has the kind of valuable intelligence I have noted here that the private sector needs. The government 
is not able to share it expeditiously because of outdated policies implemented decades ago to protect sources and 
methods. Government has the ability to share much of this intelligence, because most of it does not have to be 
classified. While some information held by the government must remain classified and cannot be shared broadly, I also 
believe that the government can declassify or – more appropriately – collect data in unclassified ways so it can be 
shared immediately with the private sector. That is not happening right now on a wide scale, and it is not happening in 
a timely fashion. 
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This is a long-term problem with no short-term solution. Companies must be innovative and creative, and must insist 
the government become a full partner. Anything less is likely to fail miserably, and the results will be disastrous. 

Shawn Henry is the President and CSO of CrowdStrike Services and a former Executive Assistant Director of the FBI.  
 
This article was published on BRINK on November 17, 2014. BRINK is an award-winning, objective journalistic enterprise 
managed by Atlantic Media Strategies and made possible by Marsh & McLennan Companies. 
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A GROWING CYBER VULNERABILITY: THE COMPETITION 
FOR TALENT 
Tom Jacob and Karen Shellenback, Mercer 

The rise of the Internet and data/communication technologies, in concert with the proliferation of mobile and 
interconnected ecosystems25, has revolutionized every aspect of modern society. However, our never-ending reliance 
on technology has also created new vulnerabilities and avenues for harm for those who wish to capitalize on financial 
and otherwise nefarious schemes. The cyber vulnerabilities organizations face today are pervasive and formidable. But, 
to view the challenges through only a technological lens means missing half of the equation. Fundamentally, 
cybersecurity at its core remains a human problem – and the solution to that problem lies with human beings. Thus, 
understanding the role of human capital is critical in the development of innovative security solutions. In 2015, 
competition for talent in this field is a make-or-break factor for organizational resiliency and competitiveness.  

A CONVERGENCE OF CHALLENGING FACTORS: THE CYBERSECURITY 
LABOR POOL 

The cybersecurity field is growing exponentially, and the demand for skilled tech workers exceeds the supply. The 
supply of talent, however, is hampered by a convergence of factors that have placed an unintentional stranglehold on 
the workforce. Consider the following challenges organizations face in hiring cybersecurity talent in 2015: 

1. Exponential growth: Cybersecurity job postings have grown 74 percent from 2007-2013.26 This growth rate is 
over two times faster than all other IT jobs.

27 In particular, cloud computing and mobile connectivity is 
experiencing exceedingly rapid growth trajectories. These new globally adopted technologies are driving the need 
to address a new set of security concerns and are propelling cybersecurity job growth in the professional services, 
public administration, manufacturing, defense, and retail sectors

 28, 29
 

2. Demand exceeds supply: Although the cybersecurity field is growing rapidly and offers very competitive pay, 
demand for these IT specialists exceeds the supply of credentialed, experienced professionals. Research at Cisco 
Systems Inc. in 2014 linked recent high profile security breaches to the shortage of nearly one million skilled 
cybersecurity professionals30  

3. Supply is hampered by multiple interwoven challenges: There are many educational and experiential barriers 
to for those interested in moving into cybersecurity roles, including the need for four years of education and four to 
five years of work experience and/or certification. Yet, only 186 institutions offer cybersecurity coursework – less 
than 5 percent of all American colleges and universities.

31 These requirements effectively eliminate new graduates 
and create a dearth of entry-level positions, which is necessary for building a robust pipeline. Finally, cybersecurity 
leadership requires a focus on the people issues, calling for executive communication skills, negotiation skills, and 
gravitas along with operational, legal or line of business exposure. Finding talent with the right mix of these skills is 
extremely difficult 

 

25 Eamonn Kelly, Business Ecosystems Come of Age, Deloitte, 2015. 

26 Burning Glass Job Market Intelligence: Report on the Growth of Cyber security Jobs, March 2014. 

27 Ibid. 

28 Gilliland, Guy, Varadarjan, Raj, and Raj, Devesh, The Boston Consulting Group, Code Wars: The All Industry Competition for Software 
Talent, May 2014. 

29 Professional Services, Manufacturing, and Finance are the leading industries for cyber security professionals. However the share of cyber 
security jobs coming from the Manufacturing & Defense, Public Administration, and Retail Trade industries is increasing over time 
compared to other industries. Source: Burning Glass Job Market Intelligence: Report on the Growth of Cyber security Jobs, March 2014 

30 CISCO, “2014 Annual Security Report,” January 2014. 

31 Francesca Spidalieri and Sean Kern, Professionalizing Cyber security: A path to universal standards and status, Salve Regina University: Pell 
Center for International Relations and Public Policy, August 2014. 
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THE UNINTENDED CONSEQUENCES - LABOR MARKET RESULTS  

The unintended consequences of the above educational, experiential, and hiring requirements have, in part, resulted 
in the following:  

Building your cyber security talent pool takes longer than other IT positions: According to Burning Glass, 
cybersecurity job postings take, on average, 24 percent longer to fill than other IT job postings32 and 36 percent longer 
to fill than all other job postings.

33 Senior level cybersecurity positions take even longer to fill: on average, filling a 
cybersecurity position at the senior level takes 9.2 months.34  

Cybersecurity talent costs more than other IT positions: Cybersecurity jobs pay approximately $10,000 to $20,000 
more annually than comparable IT jobs35 and salaries are increasing at a faster rate than the average IT position.

36 In 
addition, 83 percent of cybersecurity new hires are receiving more-than-average pay increases.

37
 

Companies that have a hard time attracting and retaining cybersecurity talent risk falling behind in terms of 
competiveness and add more uncertainty to the ever-growing equation of holistic organizational risk. So, what can 
organizations do to increase the flow of cybersecurity talent into their organization? Like any other job category with 
hard-to-find skills, companies must create a comprehensive talent strategy and action plan.  

ELEVEN WAYS TO ATTRACT AND RETAIN CYBERSECURITY TALENT  

In the 2015 marketplace, where demand is high and supply is low and cybersecurity professionals are poached daily, a 
well-executed talent strategy with progressive attraction and retention incentives is a must. A strategic cybersecurity 
talent action plan should include the following elements:  

Evaluate your company brand. What is it that makes the organization stand out from the rest and how is the company 
perceived in the larger social media, crowd-sourced blogosphere? If your organizational presence is nonexistent or 
negative, it is time to dedicate resources (financial and otherwise) to change that image.  

Understand current engagement levels. Engage cybersecurity staff in brainstorming solutions and action planning, 
so as to increase the excitement and engagement of your critical team members.  

Harness strategic workforce planning and metrics. Using data analytics and workforce planning applications, the 
human resources (HR) function must work with cybersecurity leadership to create a plan that lays out the anticipated 
ebbs and flows of talent streams, patterns of attrition, bench strength, career path mapping, and avenues for bringing 
critical talent in the door.  

Partner with universities to develop emerging curriculums and open up access to potential new hires. Providing 
real-world curriculum challenges, as well as on-site job rotations, networking opportunities, co-ops, and internship 
opportunities, allows young workers the development experience they need and the exposure hiring 
organizations require.  

 

32 Burning Glass Job Market Intelligence: Report on the Growth of Cyber security Jobs, March 2014. 

33 Ibid. 

34 “Understaffed and at Risk: Today’s IT Security Department,” Ponemon Institute, February, 2014. 

35 Peters, Sara 2014 Salary Survey Security, Information Week Reports in conjunction with Dark Reading – Security, May 2014. 

36 Ibid. 
37 2015 Salary Guide for Technology Professionals, Robert Half. 
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Provide training and more training. Companies must make the most out of the talent already in place. Providing 
specific training opportunities to current staff on new emerging technologies is a requirement that cannot 
be overlooked. 

Create enticing career path trajectories. In a field where talent is in short supply and one can jump ship for added 
responsibilities and pay, having a visible, enticing, attainable, and tangible internal career map is essential.  

Focus on creative career growth opportunities. Create opportunities to highlight significant accomplishments and 
provide a clear line of sight and accelerated growth paths that align with career goals, passions, and 
personal aspirations. 

Improve processes, communication, and productivity. Increase the productivity among the cybersecurity team by 
using new technologies to manage day-to-day workflow processes and efficiencies.  

Increase the use of open-source collaboration and external networks. Consider the use of community 
collaboration models, including design challenges, hackathons, and open-source community platforms to tap into 
external networks and locate potential talent.  

Build line of business experience. Provide training opportunities to IT staff on business strategy, negotiation, legal 
considerations, communications, along with stronger ties to senior management, to enable cybersecurity leaders to 
translate corporate business strategy into risk and cybersecurity resource plans. 

Open the door to all talent. Increase talent acquisition channels to look beyond what HR and recruiters may deem as 
the appropriate experiential requirements (B.S. degree, four years of experience, and certifications).  

CONCLUSION 

The cybersecurity field is growing by leaps and bounds. The need to stay in front of a rapid and exponential 
technological landscape with astounding opportunities and vulnerabilities is simply … daunting. The demand is 
exceedingly high and the pressure to find critically specialized talent to address the inherent challenges and 
vulnerabilities is not about to go away. Organizations that want to remain competitive and reduce substantial 
organizational risk must invest in cybersecurity talent practices to open up, energize, and direct the flow of essential 
talent into and within the organization. 

Tom Jacob is a Senior Partner and Global Leader of Research and Insights and Talent Information Solutions at Mercer, and 
Karen Shellenback is a Principal in the firm’s Research and Insights practice. 
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AMERICA’S SECRET WEAPON AGAINST CYBERATTACKS: 
US VETERANS? 
Peter J. Beshar, Marsh & McLennan Companies 

As we come off of a Memorial Day holiday weekend, Americans reflect with gratitude on the countless times our 
veterans have stood firm in the face of danger. We appreciate the valor, strength, and sacrifice our troops show in 
facing down enemies at home and abroad. We thank our men and women in uniform for preserving liberty and 
freedom for the millions within our own shores, and for billions across the globe. 

But as we honored the most sacred of holidays, a new threat lurks, one for which our veterans again offer the best hope 
of crafting an adequate defense: cyber security. 

It is no longer science fiction or the preserve of Hollywood to envision cyberattacks damaging our nation’s critical 
infrastructure. Recent events demonstrate the vulnerability of our air traffic control systems, power grids, industrial 
controls and financial networks to web-based warfare. Just as the threat posed by cyberattacks is accelerating, the level 
of trust between government and business is deteriorating, particularly in the tech sector, with debates over 
encryption and the Patriot Act’s looming expiration widening the gulf between Washington and Silicon Valley. 

As government and business move further apart on the cyber security issue, our veterans can serve as the bridge that 
brings them back together. Many of the top cyber experts in our country come from the military. Examples include 
Kevin Mandia, the chief operating officer of FireEye, and General Suzanne Vautrinot, now on the board of Symantec, 
both of whom are ex-US Air Force. Veterans not only have the technical skills needed to bolster cyber defense systems, 
their experience in uniform equips them with knowledge of government that would help businesses strengthen ties 
with policymakers. 

There are two issues in the cyber security puzzle where these strengthened ties are badly needed: sharing cyber threat 
indicators and unifying breach notification regimes. 

Government and industry must do a better job of sharing cyber threat indicators. Pooling information about the latest 
forms of threat “signatures” would enhance our collective ability to detect emerging cyber threats. There is broad 
support in the business community for this approach. In April, more than 30 prominent companies from various 
industries, including General Electric and Microsoft, endorsed sharing cyber threat indicators with the government, if 
given appropriate privacy and liability protections. 

To be effective, however, sharing must be a two-way street. If it is just industry providing information to the 
Department of Homeland Security with little in return, nothing will be accomplished. To rebuild trust, the government 
should commit to greater reciprocity in the real-time sharing of cyber threat indicators with private firms. 

Multiple bills have been introduced in Congress that would foster enhanced collaboration. Indeed, the Senate’s Cyber 
Information Sharing Act recently passed out of committee on a 14 to 1 bipartisan vote. One wrinkle is whether the 
Senate bill’s liability protections should be extended, as a number of House bills would do, to provide immunity not 
only for affirmative actions a company takes but also for a good faith “failure to act” –  an element that tech companies 
want to include. Veterans may be able to help technology firms secure this concession from Congress and 
the Administration. 

A second area of opportunity for greater collaboration is the need for a national breach notification regime. Currently, 
47 states have their own, unique laws, and a number of municipalities layer on additional requirements. A uniform 
national standard would protect consumers, provide clarity to industries, and require the government to hold itself 
accountable to the same standard as everyone else. As with sharing cyber threat indicators, government and industry 
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both endorse this concept. What has been lacking to date is a party that can bring each side together. Here, too, 
veterans can serve as the missing link. 

If veterans can play a crucial role in strengthening our nation’s cyber security, what can be done to enlist them more 
fully in this effort? 

Government and industry should create an exchange that would match veterans who possess IT, intelligence and 
communications skills with industry firms who need to bolster their expertise in these areas. The Veterans 
Administration, Labor Department, and a committee of industry leaders should partner to identify a pool of qualified 
candidates, provide additional cyber training and certification programs to enable veterans to bolster their skills, and 
then match these patriots with firms like ours that have committed to hire 500 veterans. 

Starting from a small number, veterans would quickly prove their value and increase companies’ demand for cyber 
specialists retiring from active service. As the number of veterans serving in this way grows, the walls that have so far 
divided government and business on the cyber issue would begin to crumble. 

Since the founding of our country, veterans have borne the brunt of preserving American freedom, protecting people 
and property during our nation’s darkest hours. As the world grows increasingly connected, cyberattacks pose a new, 
more intractable threat to our way of life. Looking back at this Memorial Day, we should once again enlist the brave 
men and women who wore the uniform to keep us safe from this emerging threat to our national security. 

Peter J. Beshar is Executive Vice President and General Counsel of Marsh & McLennan Companies, an executive sponsor of the 
Veterans Initiative at the firm, and a trustee and chair of the Veterans’ Committee at John Jay College. 
 
From FORTUNE.com, May 26, 2015 © 2015 Time Inc. Used under license. FORTUNE.com and Time Inc. are not affiliated with, 
and do not endorse products or services of, Licensee. 
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A CYBERSECURITY CALL TO ACTION: SEVEN ACTIONS  
MARSH & MCLENNAN COMPANIES AND THE CHERTOFF GROUP 

In late 2014, Marsh conducted an examination of the information security and data privacy controls of more than 400 
US clients. The results demonstrate that, while a number of institutions have implemented cybersecurity programs, 
many of these programs are not yet fully risk based. 

Below are seven actions companies should consider in deploying and assessing their cybersecurity programs 

1. Focus on Information Assets that Matter Most 

Given the adaptive nature of the cyber threat, a strong foundation for a vigorous risk response lies in appreciating the 
organization’s underlying business objectives, and how information assets align to those objectives. Marsh survey data 
indicates that, while most companies apply some form of role-based access control, these access controls do not 
necessarily reflect the underlying value of the information assets and systems the controls were meant to protect – the 
starting point for the NIST Framework (see Table 1). More specifically, less than half the companies surveyed classify 
their information based on an actual assessment of risk. 

TABLE 1: PROTECTING INFORMATION ASSETS 

Is access to the network based upon a data user’s role? 85% 

Are data-protection requirements defined and documented? 50% 

Are data-classification policies based on risk assessments? 43% 

 
Source: Marsh 

Asset categorization as a risk management starting point is a common concept reflected not only in the NIST 
Framework, but also in numerous NIST information-security guidelines, and the Chertoff Group’s own security risk 
management methodology. By identifying and classifying high-value information assets, graduated levels of security 
can be applied based on risk. 
 

2. Ensure Strong Data Privacy Training 

The free flow of electronic information means more data is being collected and used by a growing number of 
organizations. Without a strong data-protection program, the sprawl of data can make it difficult to adhere to privacy 
compliance mandates and best practices around collection, use, sharing, retention, and protection of personally 
identifying information (PII). Many companies, even those that aggregate data, lack formal privacy controls and 
training programs. Many may not fully appreciate data-protection mandates and the related impact of a violation on 
the organization (see Table 2). 



RESPONDING TO AND MANAGING THE RISK 

Copyright © Marsh & McLennan Companies 61 

TABLE 2: PRIVACY CONTROLS AND TRAINING PROGRAMS 

A chief privacy officer is responsible for management and compliance with your privacy policy. 36% 

Does your organization leverage an e-training platform for employee training in order to provide privacy 
awareness training to your employees? 

62% 

Is privacy training a separate component of training? 37% 

Is privacy training offered annually? 46% 

 
Source: Marsh 

3. Consider Access and Identity Management 

The security of user-access controls is a leading risk for many organizations. Compromised credentials are often at the 
heart of extensive network infiltration. Thus, the implementation of advanced authentication controls, such as two-
factor authentication from remote access, can be a critical practice in preventing unauthorized access. While nearly all 
respondents to the Marsh assessment reported that they implemented security controls for remote users, almost half 
of respondents answered that they did not use advanced controls for remote users (see Table 3). Accordingly, many 
organizations may be missing a critical security component to deter hackers. 

TABLE 3: ACCESS AND IDENTITY MANAGEMENT 

Are controls in place to secure remote network access? 96% 

Do you use advanced authentication controls (such as two-factor authentication or certificates) for 
remote access? 

54% 

Do you require firewalls to restrict VPN users from concurrently accessing the internet 
(“split tunneling”)? 

53% 

 
Source: Marsh 

4. Plan Your Response to a Cyber Incident  

When responding to a cyber incident, costs and liabilities can be substantially reduced by doing so on a timely and 
agile basis. Effective response plans will help companies manage a cyber incident in a manner that minimizes damage, 
preserves organizational reputation, and reduces recovery time and costs. Yet according to self-assessments provided 
by Marsh clients, one-quarter of organizations did not have an incidence-response plan and the majority of 
organizations did not routinely test the plan for its effectiveness (see Table 4). 

TABLE 4: CYBER-INCIDENCE RESPONSE 

Does your organization have an incidence-management program? 76% 

Is the incidence-response program tested annually? 37% 

Does the incidence-response program include trained personnel? 60% 

 
Source: Marsh 



RESPONDING TO AND MANAGING THE RISK 

Copyright © Marsh & McLennan Companies 62 

Incidents should also inform ongoing risk assessment and prioritization of controls. One of the most common forms of 
data breach is lost and stolen laptops. Whole-disk encryption of laptops can be a straightforward way of limiting 
business impact to a victim organization and its customers; yet half of respondents still do not implement hard-disk 
encryption on mobile devices and laptops (see Table 5). 

TABLE 5: HARD-DISK ENCRYPTION ON MOBILE DEVICES AND LAPTOPS 

Do your mobile devices and laptops have hard-disk encryption enabled? 50% 

 
Source: Marsh 

A timely and agile response is much less achievable when relevant plans are not exercised beforehand. Companies 
should ideally incorporate a “when, not if” culture to prepare for cyber incidents, and start planning and exercising 
response strategy in advance. 

5. Monitor Third-Party Cyber Practices 

As network systems become increasingly dependent upon outsourced service providers, and business operations 
grow interdependent with the technology of business partners, organizations sacrifice control over their technical 
infrastructure for increased efficiency. 

To avoid increased exposure due to these interdependent relationships, companies should monitor the cyber practices 
of the vendors and business partners connected with their networks, and should seek contractual obligations requiring 
strong security practices. However, while most organizations indicated on their self-assessments that that they enforce 
third-party security standards, only a small number monitor access and authorization on an assessment of the risk 
profile of the third party in question, or monitor a third party after authorization for recurrent risk (see Table 6). 

TABLE 6: THIRD-PARTY RISK MANAGEMENT AND MONITORING 

Does your company enforce security standards for third parties that connect to your network? 92% 

Are risk assessments of network security practices performed on third parties prior to approval? 48% 

Are third-party connections monitored for security events  59% 

 
Source: Marsh 

6. Review Security Controls for Deploying Critical Systems 

When a company rolls out a new critical system, design and development can often focus on operational functionality, 
reliability, and speed to market, but ignore security. Companies should recognize that an ounce of prevention is often 
worth more than a pound of cure. 

Attackers are adept at exploiting poor network hygiene – for example, known configuration and code-related 
vulnerabilities that remain unpatched – to move laterally within a network. 

By integrating security planning at the requirements-identification phase of the system development lifecycle, 
organizations can (a) reduce the cost of complexity of building security into a system after-the-fact; and (b) align 
security and underlying business processes up front to make for a more seamless user experience and identify 
opportunities to promote adoption. Despite the importance of configuration management, nearly one in three 
organizations responded that they do not remove unnecessary services, ports, or protocols from their information 
assets, which increases the points of vulnerability and vectors of potential attack (see Table 7). In addition, one out of 
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four critical systems does not undergo security testing before being deployed into a production environment, where 
users will access live data. 

TABLE 7: SECURITY CONTROLS FOR DEPLOYING CRITICAL SYSTEMS 

Do critical systems get full security testing before deployment? 73% 

Do you harden production systems by removing unnecessary services? 66% 

Is security testing performed using a defined and documented methodology? 56% 

Is availability testing conducted on redundant systems? 57% 

Is penetration testing performed by an independent third party? 52% 

 
Source: Marsh 

7. Establish Governance and Program Management 

Although most organizations reported having strong information-security policies, many lack the basic practices and 
procedures necessary to educate their users, including the executive team, about cyber risks. These structures enable 
organizations to prioritize their responses and to permeate organizational culture with safe cyber practices. For 
example, a chief information security officer (CISO) serves as a bridge between management and security, but almost 
half of the assessed companies had not appointed a CISO or comparable position (see Table 8). In addition, more than 
one of every four organizations lacked a centralized IT security team. 

TABLE 8: GOVERNANCE AND PROGRAM MANAGEMENT 

Does your company have an information security and privacy policies? 84% 

There is a centralized information security team or equivalent in place. 74% 

Has your company dedicated a security officer (CISO or CSO) either within or outside the 
IT organization? 

53% 

Have you communicated the name and contact information for your information security team to users? 61% 

 
Source: Marsh 

A CALL TO ACTION 

A healthy risk management program depends on focused engagement at the board and senior leadership level – the 
only place where enterprise risk management consistently comes together. Boards are uniquely equipped to push 
organizations to bring together their organizations’ chief security officer (CSO), chief information officer (CIO), CISO, 
enterprise risk management (ERM) team, and leaders of individual lines of business. As consensus grows on the 
importance of active board engagement and oversight over cybersecurity risks, board-level input on information and 
network security issues will increasingly become the expectation of state and federal regulators38. 

 

38 See SEC Cybersecurity Roundtable, comments of Mary Jo White, March 26, 2014 



RESPONDING TO AND MANAGING THE RISK 

Copyright © Marsh & McLennan Companies 64 

However, the board alone cannot address this problem. Cybersecurity is a complex risk, and collaboration within the 
organization and among partnering stakeholders, including government agencies, security professionals, and the risk 
management industry, is critical. 

Companies rely on government support to clarify the threat and set expectations for best practices, such as those 
announced in the NIST Framework. The insurance sector can drive the adoption of best practices through underwriting 
standards and leverage security expertise to strengthen individual organizations. Lastly, companies, federal regulators, 
and underwriters depend on the security community to define the standards that will best protect networks. 

Accordingly, as we move forward with greater efforts to address the risk, each step should emphasize 
greater cooperation. 

• Boards should consider recruiting cyber-savvy advisors to provide an independent perspective on the 
organization’s current level of risk management maturity, and seek risk assessments that will compare those 
practices with federally recognized best practices. Often, the risk-assessment process can be informed and 
implemented by the placement of cyber insurance coverage 

• Risk-assessment experts should help companies develop a systematic understanding of the potential threats, 
related vulnerabilities, and possible attack paths, as well as the consequences that could result from an intrusion. 
Recognizing that no network is impregnable, companies should consult with risk-management professionals on 
the best approach for insuring against those consequences 

• Insurance carriers should embrace and drive best practices, like those announced in the NIST Framework, by 
rewarding insureds that can demonstrate their implementation following an independent assessment 

• Federal agencies should closely coordinate with insurance and security communities to achieve a critical mass of 
support for implementation. The recent effort of the collaborative process that yielded the first version of the NIST 
Framework serves as a model for such collaboration; future efforts should replicate that effort and avoid a 
splintering of priorities 

While cyber insurance is already an element in a risk strategy that many companies implement, it can serve also as a 
vehicle for improving cyber hygiene across the nation. Federal policymakers can help drive private-sector adoption of 
best practices with stronger incentives, such as protecting organizations that demonstrate implementation of best 
practices against punitive litigation. In turn, liability protections could help insurers quantify exposures, especially for 
the largest risks, and further develop the risk transfer market. 

Our nation is at a crossroads. There is a persistent drumbeat of attacks targeting all industries, which aim to steal 
customer data and intellectual property, disrupt networks and business operations, and destroy critical infrastructure. 
Unless confronted, these dangers could erode the stability of critical sectors of our economy and potentially threaten 
our security. 

At the same time, awareness, preparedness, and detection of cyber threats has grown, along with an unprecedented 
level of collaboration among industry, government agencies, security professionals, and risk-management experts. By 
embracing this greater collaboration, our nation will better identify vulnerabilities through risk assessments, share 
threat information among stakeholders, implement and monitor defenses, and create the solutions to respond to the 
exposure of cyber risk. 

This material is extracted from Marsh & McLennan Companies’ November 2014 report “A Cybersecurity Call to Action,” 
developed in cooperation with The Chertoff Group. 
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ABOUT 

This compendium was developed by Marsh & McLennan Companies’ Global Risk Center. The Global Risk Center 
generates insights and explores solutions for addressing major threats facing industries, governments and societies. 
Drawing on the combined expertise of our companies and in collaboration with research partners around the world, 
the Center aims to highlight critical challenges and bring together leaders from different sectors to stimulate new 
thinking and practices. 

Marsh & McLennan Companies (NYSE: MMC) is a global professional services firm offering clients advice and solutions 
in the areas of risk, strategy and people. Marsh is a leader in insurance broking and risk management; Guy Carpenter is 
a leader in providing risk and reinsurance intermediary services; Mercer is a leader in talent, health, retirement and 
investment consulting; and Oliver Wyman is a leader in management consulting. With annual revenue of $13 billion 
and 57,000 colleagues worldwide, Marsh & McLennan Companies provides analysis, advice and transactional 
capabilities to clients in more than 130 countries. The Company is committed to being a responsible corporate citizen 
and making a positive impact in the communities in which it operates. Visit www.mmc.com for more information and 
follow us on LinkedIn and Twitter @MMC_Global. 
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